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Information about how to get started with the product.
This section describes how to get started with using the product.
1 What to do after installation

After you have installed the product, you may need to configure your e-mail client and
web browser to work with the product.

1 How to make sure that my computer is protected
You can check the status icon on your system tray and the product status in the Status
page to make sure that your computer is protected.

f  How to run common tasks
You can see what you can do with the product and run common tasks in the Tasks
page.

1 How to see what the product has done
The Statistics page displays what the product has done and you can view actions that
the product has taken to protect your computer in the flyer history.

1 What is the Redime Protection Network
F-Secure's Real-time Protection Network is an online service which provides rapid
response against Internet-based threats.




After you have installed the product, you may need to configure your e-mail client and web
browser to work with the product.

1 Set up my email programs to filter spam
You can create a spam and a phishing folder and filtering rules in your e-mail program
to filter spam.

You can create a spamand a phishingfolder and filtering rules in your e-mail program to filter
spam

E-mail filtering creates a spamand a phishingfolder and filtering rules automatically in Microsoft
Outlook, Microsoft Outlook Express, and Windows Mail (in Windows Vista). If you use some
other e-mail program, you have to create the folders and filtering rules manually. If you have
multiple e-mail accounts, you have to create the filtering rules for each e-mail account
separately.

Note: Spamand phishindfiltering supports only the POP3 protocol. Web-based e-mail programs
or other protocols are not supported.

How do my own and e-mail filtering rules work together?

E-mail filtering filters e-mail messages based on its own filtering rules. It does not filter
e-mail messages that match a rule that you have created. If you have created, for
example, a rule that filters all e-mail messages from a webstore to the Webstore folder,
both your order confirmation messages and advertising material from that webstore are
moved out of your inbox and filtered to the Webstore folder.

This section contains instructions on how you can create the spam folder and the filtering rule
for Microsoft e-mail programs, Netscape, Mozilla Thunderbird, and Eudora. You can also use
these instructions to create similar filtering rules in other e-mail programs.

f Microsoft email programs
E-mail filtering creates folders for spam and phishing e-mail messages, and filtering
rules automatically in Microsoft Outlook, Microsoft Outlook Express, and Windows Mail
(in Windows Vista).




1 Netscape and Mozilla Thunderbirehgail programs
Follow these instructions to create folders for spam and phishing e-mail messages, and
filtering rules in the Netscape and Mozilla Thunderbird e-mail programs.

1 Opera email program
Follow these instructions to create folders for spam and phishing e-mail messages, and
filtering rules in the Opera e-mail program.

1 Eudora email program
Follow these instructions to create folders for spam and phishing e-mail messages, and
filtering rules in the Eudora e-mail program.

You can check the status icon on your system tray and the product status in the Statuspage to
make sure that your computer is protected.

1 What does the system tray icon indicate
Place the mouse pointer over the product status icon on your Windows system tray to
view a tooltip that shows the current product status.

1 View the overall status of my protection
The Status page shows you a quick overview of installed product features and their
current status.

Place the mouse pointer over the product status icon on your Windows system tray to view a
tooltip that shows the current product status.

Status Status What to Do
icons and
their
meanings
Icon
The product is working properly. Your computer is | You can use your computer




Status Status What to Do
icons and
their
meanings
Icon
protected. normally.
A product download is in progress and your The product is downloading
computer is protected as soon as the download is | and installing the latest
complete. updates. Wait until the
= download is complete.
An error has occurred and your computer is not Place the mouse pointer over
fully protected. the status icon to see the
A reason for the error. If
& necessary, restart your
computer.
Warning, a product feature is turned off or the Place the mouse pointer over
product is not up-to-date. Your computer is not fully |the status icon to see the
protected. status tooltip. Turn on the
@ feature that is currently turned

off, or check for the product
updates.

Note: You may see this icon,
for example, if you are
defragmenting your hard drive,
as some system functions may
cause downloads to be
suspended.




Status Status What to Do
icons and
their
meanings
Icon
Critical warning, the product is not up-to-date. The virus and spyware
definitions have not been
updated lately. Update the
© virus and spyware definitiorss
soon as possible.
The product has been unloaded and your computer | Right-click the status icon and
is not protected. select to activate the
product.
%
Noicon |The product is not installed or some error prevented | Restart your computer. If the

the product to start.

icon does not appear, reinstall
the product.

The Statuspage shows you a quick overview of installed product features and their current

status.

To open the Statuspage:

On the main page, click

The Statuspage opens.

The icons show you the status of the program and its security features.




Status Status Description
icon name

OK Your computer is protected. The feature is turned on, and working
properly.

9

Information | The product informs you about a special status of a feature.

This icon is shown, for example, when a feature is being updated.

Warning Your computer is not fully protected.
In addition, the firewall may be set to block all Internet traffic.

For example, the virus definitions may be old, or the status of a
feature requires attention.

Error Your computer is not protected.
In addition, the firewall may be set to allow all traffic.

For example, your subscription has expired, a critical feature is turned
off, or the product is in error state.

0 Off A non-critical feature is turned off.

You can see what you can do with the product and run common tasks in the Taskspage.




To open Taskspage:
On the main page, click
The Taskspage opens.

1 Open the product
Double-click the product status icon on your Windows system tray to open the product.

1 Open advanced settings
Edit advanced settings to change the way that the product works.

1 How to use shortcuts
You can scan files and folders in Windows Explorer and run various tasks with the
system tray icon menu.

Related concepts

How to see what the product has done

Double-click the product status icon on your Windows system tray to open the product.
To open the product:

1. Select one of the following options:

o InWindows XP or Vista: click the icon to show the system tray
icons.

o InWindows 7: click the caret to show the system tray icons.
2. Double-click the ¥ icon.

The main view opens and shows the current protection status.

Tip: You can open the product and help also from the Windows menu, or from the
product's desktop icon.



Edit advanced settings to change the way that the product works.
To open advanced settings:

On the main page, click

The Settings window opens.

The left pane lists product components grouped by their function. You can change the product
settings in the right pane.

You can scan files and folders in Windows Explorer and run various tasks with the system tray
icon menu.

1 Scan in Windows Explorer
You can scan disks, folders and files for viruses, spyware and riskware in Windows
Explorer.

7 Run tasks from the system tray
You can use the product status icon on Windows system tray to quickly run the most
common tasks.

You can scan disks, folders and files for viruses spywareand riskwarein Windows Explorer.
To scan a disk, folder or file:

1. Place your mouse pointer on and right-click the disk, folder or file you want to scan.

2. From the right-click menu, select (the option name depends
on whether you are scanning a disk, folder or file). The Scan Wizaradvindow opens and
the scan starts.

If a virus or spywareis found, the Scan Wizardjuides you through the cleaning stages.



You can use the product status icon on Windows system tray to quickly run the most common

tasks.
To run the tasks:

1. Select one of the following options:

o InWindows XP or Vista: click the
icons.

icon to show the system tray

o InWindows 7: click the caret to show the system tray icons.
2. Right-click the < icon with your mouse. A menu with the most common tasks opens.

3. Select the task you want to run from the menu.
General tasks: Option

What it does

Opens the product user
interface where you can see
the status of all product
components and access
product settings to change
your protection level.

Shows a list of informational
messages that have been
displayed as flyer messages
at the bottom right-hand
corner of the screen.

Events in the list include, for
example, information that the
product has blocked a
potentially harmful program or
results from a scheduled
scan.

If you are using an Internet
connection that you pay for by
the amount data transfered,
you can suspend all
downloads and updates.




Tasks in Virus and spyware scannisgbmenu: Option What it does

Scans a specific file or folder
for viruses, spyware and
riskware. Select the target
directory or file and click OKto
start the scan.

Scans all files on your hard
drives for viruses, spyware
and riskware.

Scans the system for
malware and riskware.

Scans the system for rootkits
and other suspicious and
hidden items.

Scans the computer for
viruses, spyware and rootkits.

Tasks in Network
connectionssubmenu:
Option

What it does

Blocks all network traffic. This option should be used only if you
suspect that your computer is under a network attack.

Lets all network traffic through. This option disables your firewall
completely and renders computer vulnerable to all network
attacks.

Opens the Firewall alertdialog.




Tasks in Email What it does
filtering submenu:
Option

Opens a dialog where you can add the address of an e-mail
sender to the Allowed Senders list. The Allowed Senders list
contains addresses which are never filtered to the spam folder.

Opens a dialog where you can add the address of an e-mail
sender to the Denied Senders list. The Denied senders list
contains addresses which are filtered to the spam folder.

Opens the E-mail filtering settings.

Aboutsubmenu: Option What it does

Shows product information, for example, the version number.

The Statisticspage displays what the product has done and you can view actions that the
product has taken to protect your computer in the flyer history.

1 View statistics
You can see what the product has done since its installation in the Statistics page.

1 What are flyers
Flyers are small notifications that are shown at the bottom right-hand corner of your
computer screen.
Related tasks

How to run common tasks




You can see what the product has done since its installation in the Statisticspage.
To open the Statisticspage:
On the main page, click

The Statisticspage opens.

1 shows the time of the latest update.

1 shows when your current subscription will expire.

1 shows how many files the product has scanned and
cleaned since the installation.

1 shows how many programs DeepGuard has allowed or blocked since the
installation.

1 shows the number of valid e-mail attachments and the number of
attachments that the product has cleaned.

1 shows how many e-mail messages the product has detected as valid e-

mail messages and as spam messages.

Flyers are small notifications that are shown at the bottom right-hand corner of your computer
screen.

The flyers inform you about the actions that the product has taken to protect your computer.
The product informs you with flyers, for example, when it blocks a potentially harmful program
from starting. These flyers are informational and do not require any action from you.

F-Secure's Real-time Protection Network is an online service which provides rapid response
against Internet-based threats.

The Real-time Protection Network uses reputation services to obtain information about the
latest Internet threats. You can help us develop the service further by contributing detailed



information, such as sources of intrusive programs or messages, and behavioral and statistical
analysis of the use of the computer and the Internet.

When the Yes, | want to participate in the Reahe Protection Networkheck box is selected on the
Privacytab, you are submitting this information to the Real-time Protection Network.

Submitting information to the Real-time Protection Network does not compromise your privacy.
If you want to know more about how the submitted information is processed, please read our
privacy statement. To do this, click :

1 Privacy statement
Submitting information to the Real-time Protection Network does not compromise your
privacy.

Related tasks

Check the status of Retiine Protection Network

Submitting information to the Real-time Protection Network does not compromise your privacy.

Even though the submitted information may be considered personal under some jurisdictions,
your privacy is protected during the process. We transfer the information securely, remove any
unnecessary personal information, and process the information anonymously in an aggregate
format. In this way, the information cannot be connected to you in any way. No user account
information, no IP address information, or no license information is included in the information
submitted through the Real-time Protection Network. We protect your privacy further by using
encryption when transferring the information.

The submitted information is used for improving the protection capabilities of our services and
products.

Virus and spyware scanning protects the computer from programs that may steal personal
information, damage the server, or use it for illegal purposes.

By default, all malware types are immediately handled when they are found, so that they can
cause no harm.



By default, Virus and spyware scanning scans your local hard drives, any removable media
(such as portable drives or compact disks) and downloaded content automatically. You can set
it to scan your e-mails automatically as well.

Virus and spyware scanning also watches your computer for any changes that may indicate
malware If any dangerous system changes, for example system settings or attempts to change
important system processes are found, DeepGuard stops this program from running as it is
likely to be malware

1 What are viruses and other malware
Malware are programs specifically designed to damage your computer, use your
computer for illegal purposes without your knowledge, or steal information from your
computer.

1 How to scan my computer

You can scan your computer for malware in real time, manually, or you can schedule a
scan at set times.

1 What is DeepGuard
DeepGuard analyzes the content of files and behavior of programs, and blocks new and
undiscovered viruses, worms, and other malicious programs that try to make potentially
harmful changes to your computer.

1 How to use the quarantine
Quarantine is a safe repository for files that may be harmful.

1 How to use automatic updates
Automatic updates keeps the protection on your computer updated.

Malware are programs specifically designed to damage your computer, use your computer for
illegal purposes without your knowledge, or steal information from your computer.

Malware can:

take control over your web browser,
redirect your search attempts,

show unwanted advertising,

keep track on the web sites you visit,
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1 steal personal information such as your banking information,

{1 use your computer to send spam, and

f use your computer to attack other computers.
Malware can also cause your computer to become slow and unstable. You may suspect that
you have some malwareon your computer if it suddenly becomes very slow and crashes often.

1 Viruses
Viruses are usually programs that can attach themselves to files and replicate

themselves repeatedly; they can alter and replace the contents of other files in a way
that may damage your computer.

1 Spyware
Spyware are programs that collect your personal information.

1 Rootkits
Rootkits are programs that make other malware difficult to find.

1 Riskware

Riskware is not designed specifically to harm your computer, but it may harm your
computer if it is misused.

Viruses are usually programs that can attach themselves to files and replicate themselves
repeatedly; they can alter and replace the contents of other files in a way that may damage
your computer.

A virusis a program that is normally installed without your knowledge on your computer. Once
there, the virus tries to replicate itself. The virus:

uses some of your computer's system resources,

may alter or damage files on your computer,

probably tries to use your computer to infect other computers,
1 may allow your computer to be used for illegal purposes.

Related concepts
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Spyware

Rootkits



Riskware

Spyware are programs that collect your personal information.

Spyware may collect personal information including:

Internet sites you have browsed,
e-mail addresses from your computer,
passwords, or

credit card numbers.
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Spyware almost always installs itself without your explicit permission. Spyware may get
installed together with a useful program or by tricking you into clicking an option in a misleading
pop-up window.

Relaed concepts

Rootkits

Riskware

Viruses

Rootkits are programs that make other malwaredifficult to find.

Rootkits hide files and processes. In general, they do this to hide malicious activity on your
computer. When a rootkit is hiding malware you cannot easily discover that your computer has
malware.

This product has a rootkit scanner that scans specifically for rootkits, so malwarecannot easily
hide itself.

Related concepts



Spyware

Riskware

Viruses

Riskware is not designed specifically to harm your computer, but it may harm your computer if it
is misused.

Riskware is not strictly speaking malware. Riskware programs perform some useful but
potentially dangerous functions.

Examples of riskware programs are:
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1

programs for instant messaging, such as IRC (Internet Relay Chat),
programs for transferring files over the Internet from one computer to another,
Internet phone programs, such as VolP (Voice over Internet Protocpl

Remote Access Software, such as VNC,

scareware, which may try to scare or scam individuals into buying fake security
software, or

software designed to bypass CD checks or copy protections.

If you have explicitly installed the program and correctly set it up, it is less likely to be harmful.

If the riskware is installed without your knowledge, it is most likely installed with malicious intent
and should be removed.

Related concepts

Spyware

Rootkits

Viruses



You can scan your computer for malware in real time, manually, or you can schedule a scan at
set times.

Deciding which method to use depends on how powerful your computer is and how high a level
of protection you want. Turning on all the virus and spyware scanning features can have a
noticeable effort on your computer's speed if you have an older computer.

1 Scan for malware
Real-time scanning protects the computer by scanning all files when they are accessed
and by blocking access to those files that contain malware.

f Scan at set times
You can scan your computer for malware at regular intervals, for example daily, weekly
or monthly.

 Scan manually
You can scan your computer manually, if you suspect that you have malware on your
computer.

1 Select files that arecanned
You can select the types of file and parts of your computer to scan in manual and
scheduled scans.

1 Select the action when something is found
If viruses are found and you have set the program not to automatically handle viruses,
you can now select whether to clean, delete, quarantine or only block the files in which
a virus was found.

1 View virus and spyware history
Virus and spyware history shows you what the program has done to viruses and
spyware that were found.

Real-time scanning protects the computer by scanning all files when they are accessed and by
blocking access to those files that contain malware

Real-time scanning works as follows:



1. Your computer tries to access a file.
2. The file is immediately scanned for malwarebefore access to the file is allowed.

3. If malwareis found in the file, real-time scanning removes the malwareautomatically
before it can cause any harm.

Normally, you do not notice the scanning process because it takes a small amount of time and
system resources. The amount of time and system resources that real-time scanning takes
depend on, for example, the contents, location and type of the file.

Files that take a longer time to scan:

1 Compressed files, such as .zipfiles.
Note: These files are not scanned by default.

1 Files on removable drives such as CDs, DVDs, and portable USB drives.
Real-time scanning may slow down your computer if:

1 you have a computer that is quite old, or

1 you access a lot of files at the same time. An example of this is opening a directory that
contains many files.

1 Turn realtime scanning on or off
You can turn real-time scanning on to stop malware before it can harm your computer.

1 Scan my gnail for malware
E-mail scanning protects you against getting or sending viruses through your e-mail.

1 Block tracking cookies

By blocking tracking cookies, you stop web sites from being able to track the sites you
visit on the Internet.

Related concepts

Scan at set times

Scan manually
Related tasks

Select files that are scanned




Select the action when something is found

View virus and spyware history

You can turn real-time scanning on to stop malwarebefore it can harm your computer.

To turn real-time scanning on:

1. On the main page, click
2. Select
3. Select
4. Click

Related tasks

Turn web traffic scanning on

Block tracking cookies

E-mail scanning protects you against getting or sending virusesthrough your e-mail.

E-mail scanning protects your computer against:

1 getting a virusin a file attached to an e-mail sent to you, or

T accidentally sending a virusto someone else, when sending an e-mail with a file
attached.

1 When are email messages and attachments scanned
E-mail messages and attachments are scanned every time your e-mail program sends
or receives e-mail messages from the mail server.

f Turn email s@anning on or off
You can turn e-mail scanning on or off as part of the settings for real-time scanning.
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1 Set the ports used for differentmail protocols
If your e-mail program uses a non-standard port, you must change the port that is
scanned for e-mail viruses . Otherwise those e-mail messages will not be scanned for
viruses.

E-mail messages and attachments are scanned every time your e-mail program sends or
receives e-mail messages from the mail server.

The following e-mail messages are scanned by e-mail scanning:

1 E-mail messages that are sent and received by e-mail programs, such as Microsoft
Outlook and Outlook Express, Microsoft Mail, or Mozilla Thunderbird, that run as
programs independent of your web browser.

The following e-mail messages are not scanned by e-mail scanning:

1 E-mail messages in webmail, which include e-mail applications that run in your web
browser, such as Hotmail, Yahoo! mail or Gmail.

Note: You must make sure that the ports used for different e-mail protocols (POP3, IMAP4,
SMTP) are set up correctly. E-mail messages that are received and sent through other ports
are not scanned.

You are still protected against viruses even when the ports are not set correctly or you are
using webmail. When you open the e-mail attachment, real-time scanning will detect that it has
a virus and block the virus before it can cause harm.

Note: Real-time scanning will only protect your computer not your friends. The virus will only be
detected if you open the attachment. If you do not open the attachment you will not know that
the e-mail contains a virus and in this way can easily forward an infected e-mail to your friends.

Related tasks

Turn email scanning on or off

Set the ports used for differentmmail protocols
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You can turn e-mail scanning on or off as part of the settings for real-time scanning.
To turn e-mail scanning on or off:

1. On the main page, click Settings

2. Select Computer> Virus and spyware scanning

3. Choose one of the following:
o To turn e-mail scanning on, select Scan and remove viruses fromraalls.
o To turn e-mail scanning off, clear Scan and remove viruses fromrmails.

Depending on your choice, e-mail scanning is now either on or off.

Related concepts

When are email messages and attachments scanned

Related tasks

Set the ports used for differentmail protocols

Set the ports used for different e-mail protocols

If your e-mail program uses a non-standard port, you must change the port that is scanned for
e-mail viruses Otherwise those e-mail messages will not be scanned for viruses

To set the ports:

1. Open your e-mail program and check which ports are being used to send and receive e-
mail. Note these port numbers down.

Open the product.

On the main page, click Settings.

Select Computer >Virus and spyware scanning.

Next to Scan and remove viruses from e-mails, click Protocols.

Enter the port number used for each of the e-mail protocols (POP3IMAP4or SMTH.
7. Click OK.

Related concepts

I

When are email messages and attachments scanned

Related tasks

Copyright © 2010 F-Secure Corporation. All rights reserved. )
29/134



Turn email scanning on or off

By blocking tracking cookies, you stop web sites from being able to track the sites you visit on
the Internet.

Tracking cookies are small files that allow web sites to record what web sites you visit. To block
tracking cookies from being installed:

1. On the main page, click

2. Select
3. Select
4. Click

Related tasks

Turn web traffic scanning on

Turn readtime scanning on or off

You can scan your computer for malwareat regular intervals, for example daily, weekly or
monthly.

Scanning for malwareis an intensive process. It requires the full power of your computer and
takes some time to complete. For this reason, you might want to set the program to scan your
computer when you are not using it.

1 Schedle a scan
Set the program to scan your computer at regular times.

1 Cancel a scheduled scan
You can cancel a scheduled scan locally if it starts when you do not want to run it. The
scheduled scan will run at the next scheduled time.

1 View the results of scheduled scan
When a scheduled scan finishes you can check if malware were found.
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Related concepts
Scan manually

Scan for malware

Related tasks

Select files that are scanned

Select the actio when something is found

View virus and spyware history

Schedule a scan

Set the program to scan your computer at regular times.
To schedule a scan:

1. On the main page, click Settings

2. Select Computer> Scheduled scanning

3. Select Turn on scheduled scanning

4. Select which days you would like to regularly scan for virusesand spyware

Option |Description

Daily To scan every day.

Weekly | To scan on selected days during the week. Select on which days to
scan from the list to the right.

Monthly | To scan on up to three days a month. To select which days:

Copyright © 2010 F-Secure Corporation. All rights reserved.
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Option |Description

a. Select one of the Dayoptions.

b. Select the day of the month from the list next to the selected
day.

c. Repeat if you want to scan on another day.

5. Select when you want to start the scan on the selected days.

Option Description

Start time The time when the scan will start. You should select a time
when you expect to not be using the computer.

After computer is | Select a period of idle time after which the scanning starts if
not used for the computer is not used.

Related tasks

Cancel a scheduled scan

View the results of scheduled scan

Select the action when something is found

Cancel a scheduled scan

You can cancel a scheduled scan locally if it starts when you do not want to run it. The
scheduled scan will run at the next scheduled time.

Note: You cannot cancel a scheduled scan from the Web Console.

Scheduled scanning may have a noticeable effect of your computers performance. To cancel
the scheduled scan:
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1. Click link on the Virus and spyware scanniffiger. The flyer
stays for about 15 seconds, after which it disappears. If you do not click the link on the
flyer, you cannot cancel the scheduled scanning any more.

2. Click on the Virus and spyware scannimgndow.
3. Click

The scheduled scan is canceled. The next scheduled scan will start as usual.
Related tasks

View the results of scheduled scan

Select the action when something is found

Schedule a scan

When a scheduled scan finishes you can check if malwarewere found.

To check the results of a scheduled scan:

1. Click the on the Virus and spyware scannifiger.
Click to see what happened during the scan.
Note: If you opened the dialog from the Flyer Historydialog, the button is
disabled. You cannot see the results of previous scheduled scans.
3. Click to close the dialog.
Tip: You can view the results of the last scan also by clicking
. Click

Related tasks

Cancel a scheduled scan

Select the action when something is found

Schedule a scan

You can scan your computer manually, if you suspect that you have malwareon your computer.



1 How to select the type of manual scan
You can scan your whole computer or scan for a specific type of malware or a specific
location.

1 Clean malware automatically
If malware is found during the scan, you can either let the program automatically decide
how to clean your computer or you can decide yourself for each item.

1 View the results of manual scan
You can view a report of the scanning results after the scan is complete.

Related concepts

Scan at set times

Scan for malware

Related tasks

Select files that are scanned

Select the action when something is found

View virus and spyware history

Related reference

Actiors you can take in manual or scheduled scanning

You can scan your whole computer or scan for a specific type of malwareor a specific location.
If you are suspicious of a certain type of malware you can scan only for this type. If you are
suspicious of a certain location on your computer, you can scan only that section. These scans
will finish a lot quicker than a scan of your whole computer.

To start manually scanning your computer:

1. On the main page, click the arrow under . The scanning options are shown.
2. Select the type of scan. If you want to change the scanning settings, select



3. If you selected , @ window opens in which you can select which
location to scan. The Scan Wizarepens.

Note: You can also start scanning the server manually by right-clicking the product icon in the
system tray.

1 Types of scan
You can scan your whole computer or scan for a specific type of malware or a specific
location.
Related tasks

Clean malware automatically

View the result®f manual scan

You can scan your whole computer or scan for a specific type of malware or a specific location.

The following lists the different types of scan:

Scan type |What is scanned When to use this type

Full Your entire computer When you want to be completely sure that there is no

computer | (internal and external hard | malware or riskware on your computer. This type of

scan drives) for viruses, scan takes the longest time to complete. It combines

spyware and riskware the quick malware scan and the hard drive scan. It

also checks for items that are possible hidden by a
rootkit.

Choose A specific file, folder or When you suspect that a specific location on your

what to drive for viruses, spyware |computer may have malware, for example, the

scan and riskware location contains downloads from potentially
dangerous sources, such as peer-to-peer file sharing
networks. Time the scan will take depends of the size
of the target that you scan. The scan completes
quickly if, for example, you scan a folder that contains
only a few small files.




Scan hard

All the internal hard drives

This type of scan goes through all the hard disks of

drives on your computer for the computer. Unlike the quick malware scan, this
viruses, spyware and scan type does not specifically go through the parts of
riskware your system that contain installed program files, but
scans also all data files, such as documents, music,
images, and videos. This type of scan is slow and
recommended only if the quick malware scan has not
found any malware and if you want to be sure that the
other parts of your computer do not contain malicious
files.
Virus and | Parts of your computer for | This type of scan is much quicker than a full scan. It
spyware viruses, spyware and searches only the parts of your system that contain
scan riskware installed program files.This scan type is recommended
if you want to quickly check whether your computer is
clean, because it is able to efficiently find and remove
any active malware on your computer.
Rootkit Important system When you suspect that a rootkit may be installed on
scan locations where a your computer. For example, if malware was recently

suspicious item may
mean a security problem.
Scans for hidden files,
folders, drives or
processes

detected in your computer and you want to make sure
that it did not install a rootkit.

If malwareis found during the scan, you can either let the program automatically decide how to
clean your computer or you can decide yourself for each item.

1. Select either of:

Option

What will happen

The program decides what to do to each malware




Option What will happen

(recommended) item to automatically clean your computer.

| want to decide item by | The program asks what you want to do to each
item malwareitem.

2. Click Next.
o If you selected Handle automatically (recommende¢a window with the results of
automatic malware handling opens.
Note: Some malware items may have a "Not processed" status, which means
that the infected file is inside an archive (for example, a zip file) and cannot be
handled automatically. You can delete the infected file by opening the archive
and deleting the file manually. If the content of the archive is not important, you
can delete the whole archive.
o If you selected | want to decide item by iteryou must specify action for each
detected malware.
3. Click Finishto close the Scan Wizard.
Related tasks

View the results of manual scan

How to select the type of manual scan

You can view a report of the scanning results after the scan is complete.

Note: You might want to view this report because the action you selected may not always be
the action that was performed. For example, if you chose to clean an infected file, but the virus
could not be removed from the file, the product may have performed some other action to the
file.

To view the report:



1. Click IThe report includes:

The number of malware found.

The type of malware found and links to descriptions of the malware on the
Internet.

o The actions applied to each malware item.

o Any items that were excluded from the scan.

o The scanning engines that were used to scan for malware.
Note: The number of scanned files can differ depending on whether files are scanned
inside archives during the scan. If archived files have been scanned earlier, the scan
results may be saved in the cache memory.

2. Click to close the Scan Wizard.
Tip: You can view the results of the last scan also by clicking
) Click

Related tasks

Clean malware automatically

How to select théype of manual scan

You can select the types of file and parts of your computer to scan in manual and scheduled
scans.

Note: Edit manual scanning settings to select files and folders you want to scan during the
scheduled scan.

Two types of lists determine which files are scanned for viruses in manual and scheduled
scans:

1 Scanned file types list contains either all files or a defined list of file types.

7 Lists of files excluded from scanning define exceptions to the list of scanned file types.
File types or locations that are on the lists of excluded files are not scanned even if they
are included in the list of scanned file types.

The lists of scanned file types and excluded files let you define which parts of your computer
will be scanned in different ways:



1 You can include all files, and then optionally use the exclude list to exclude drives,
directories, or files that you know are safe and do not want to be scanned.

f You can define a list of file types that you want to scan, so that only these file types are
scanned.

71 Include files
You can select the file types that you want to be scanned for viruses and spyware in
manual and scheduled scans.

1 Exclude file types
You can exclude files from manual and scheduled scans by their file type.

1 Exclude files by location
You can define a list of excluded folders or drives that you do not want to be scanned
for viruses in manual and scheduled scanning.

1 View excluded applications
You can view applications that you have excluded from future manual and scheduled
scans, and remove them from the exclude list so they will be found in future scans.

1 Scan inside compressed files and folders
You can scan for viruses that hide inside compressed files.

Related concepts

Scan at set times

Scan manually

Scan fomalware

Related tasks

Select the action when something is found

View virus and spyware history

You can select the file types that you want to be scanned for virusesand spywarein manual and
scheduled scans.

1. On the main page, click
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2. Select Computer >Manual scanning.
3. Under Scanning options, select one of the following and click Edit:

Scan only known file
types (faster)

To scan only those file types that are most likely to
have infections, for example, executable files.
Selecting this option also makes the scanning faster.

Scan inside
compressed files
(.zip, .rar, etc.)

To scan archive files and folders.

Use advanced
heuristics (slower)

To use all available heuristics during the scan to better
find new or unknown malware.

Note: If you select this option, the scanning takes
longer, and can result in more false positives
(harmless files reported as suspicious).

4. Click OK.

The options you selected under Scanning options determine which files are included in future

manual and scheduled scans.

Note: All file types or locations on the excluded items list will override the settings that you
defined here. File types on the excluded items list will not be scanned even if you selected

them to be scanned here.

Related tasks

Select files that are scanned

Exclude file types

Exclude files by lotian

View excluded applications

Scan inside compressed files and folders
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You can exclude files from manual and scheduled scans by their file type.

1. On the main page, click
2. Do one of the following:

o Select
o Select
3. Click

4. To exclude a file type:
o) Select the File Typesab.
o Select

o Type afile extension that identifies the type of files that you want to exclude, in
the field next to the button. To specify files that have no extension, type ".".
You can use the wildcard '?' to represent any single character, or *' to represent
any number of characters. For example, to exclude executable files, type exe in
the field.

o Click

5. Repeat the previous step for any other extension you want to be excluded from being
scanned for viruses.

6. Click OKto close the Exclude from scannindjalog box.
7. Click OKto apply the new settings.

The selected file types are excluded from future manual and scheduled scans.

Related tasks

Exclude files by location

View excluded applications

Scan inside compressed files and folders

Select files that are scanned

Include files



You can define a list of excluded folders or drives that you do not want to be scanned for viruses
in manual and scheduled scanning.

Note: Files in folders or drives that are excluded from scanning are not scanned even though
they might be of a type that is included in scanned file types.

To define a list of files, folders, or drives excluded by location:

1. On the main page, click
2. Do one of the following:

o Select
o Select
3. Click

4. To exclude a file, drive, or folder:
) Select the Objectstab.
o Select
o Click
o Select the file, drive, or folder that you want to exclude from virus scanning.

Note: Some drives may be removable drives, such as CD, DVD or network
drives. Network drives and empty removable drives cannot be excluded.

) Click
5. Repeat the previous step to exclude other files, drives, or folders from being scanned
for viruses.

6. Click OKto close the Exclude fronscanningdialog box.
7. Click OKto apply the new settings.

The selected files, drives or folders are excluded from future manual and scheduled scans.

Related tasks

Exclude file types

View excluded applications

Scan inside compressed files and folders

Select files that are scanned




Include files

You can view applications that you have excluded from future manual and scheduled scans,
and remove them from the exclude list so they will be found in future scans.

To view the applications that are excluded from scanning:

1. On the main page, click
Do one of the following:

o Select
o Select
3. Click

4. Select the Applicationgtab.
Note: Only spyware and riskware applications can be excluded, not viruses.

5. To restore an application so that it will be found in future manual or scheduled scans:

0 Select the application that you want to include in the scan again.
o Click

6. Click OKto close the Exclude from scannindjalog box.

7. Click OKto exit.
Related tasks

Exclude file types

Exclude files by location

Scan inside compressed files and folders

Selecffiles that are scanned

Include files

You can scan for virusesthat hide inside compressed files.



1. On the main page, click
2. Select

3. If you want to scan archive files and folders, such as .zip files, select
. Compressed files take slightly longer to scan.

4. Click
Related tasks

Exclude file types

Exclude files by location

View excluded applications

Select files that are scanned

Include files

If virusesare found and you have set the program not to automatically handle viruses you can
now select whether to clean, delete, quarantine or only block the files in which a virus was
found.

Note: This step of the Scan Wizaraill be skipped if you have set the program to always handle
virusesautomatically during a manual or scheduled scan or if you have set the program to
automatically process malwarefound during this scan.

You are shown a list of infected files and the virusesthat were found in these files. To handle
these virusesfrom your computer:

1. Select the action to take for infected files. If you want to view the additional details of the
infection, click the link in the column.

2. Click to apply the actions.

3. Click to finish.
If spywarewas found during the manual or scheduled scan, the Scan Wizard@ontinues to the
spywae cleaning step.

1 Actions you can take in retiine scanning
The Action to take column shows you what actions you can take for the infected files in
real-time scanning.




f Actions you can take in manual or scheduled scanning

The Action to take column shows you what actions you can take for the infected files in

manual or scheduled scanning.

1 Default actions in redime scanning

The Default action column shows you what default actions you can select for infected

files in real-time scanning.

1 Default actions in manual and schedul@gisning

The Default action column shows you what default actions you can select for infected

files in manual and scheduled scanning.

1 Default actions for DeepGuard
The Default action column shows you what default actions you can select for
DeepGuard.

Related concepts

Scan at set times

Scan manually

Scan fomalware

Related tasks

Select files that are scanned

View virus and spyware history

The Action to takecolumn shows you what actions you can take for the infected files in real-time

scanning.

Note: In addition to files, the infection can be found also in a registry entry or a process.

The following actions can be taken for viruses:

Action to take What happens to the infected files




Disinfect
automatically

The product tries to disinfect the viruses in any infected files that were found
during real-time scanning.

Quarantine The product moves any infected files found during real-time scanning to the
automatically guarantine where it cannot harm your computer.

(default)

Rename The product renames any infected files found during real-time scanning.

automatically

Delete
automatically

The product deletes any infected files found during real-time scanning.

Report only

The product records the detected viruses in the logfile.log file, sends alerts
to Policy Manager, adds events to Windows Event log, and sends e-mail
notifications (according to the settings that are specified on the Alerts page
under General>Administration).

The following actions can be taken for spyware

Action to take

What happens to the infected files

Quarantine
automatically

The product moves any spyware found during real-time scanning to the
guarantine where it cannot harm your computer.

Remove
automatically

The product removes any spyware found during real-time scanning.

Report only
(default)

The product leaves any spyware that was found during real-time scanning as
it is and records the detection in the logdfile.log file, sends alerts to Policy
Manager, adds events to Windows Event log, and sends e-mail notifications
(according to the settings that are specified on the Alerts page under
General>Administration).

Related reference

Default actions in reagime scanning




Default actions in manual and scheduled scanning

Default actions for DeepGuard

The Action to takecolumn shows you what actions you can take for the infected files in manual
or scheduled scanning.

Note: In addition to files, the infection can be found also in a registry entry or a process.

The following actions can be taken for viruses:

Action to take

What happens to the infected files

Ask what to do
(default)

The product asks you what to do if viruses are found during manual
scanning.

Disinfect
automatically

The product tries to automatically disinfect the viruses in any infected files
that were found during manual or scheduled scanning.

Note: It is not always possible to disinfect a virus in a file. If this is not
possible, the file is quarantined (except when found on network or
removable drives), so the virus cannot harm the server.

Quarantine
automatically

The product moves any infected files that were found during manual or
scheduled scanning to the quarantine where they cannot harm the server.

Rename
automatically

The product renames any infected files that were found during manual or
scheduled scanning.

Delete
automatically

The product deletes any infected files that were found during manual or
scheduled scanning.

Report only

The product leaves any infected files that was found during during manual or
scheduled scanning as they are and records the detection in the scan
report.




Note: If real-time scanning is turned off, any malware is still able to harm the
server if you select this option.

The following actions can be taken for spyware

Action to take What happens to the infected files

Ask what to do The product asks you what to do if spywareis found during manual

(default) scanning.

Quarantine The product moves any spyware that was found during manual or

automatically scheduled scanning to the quarantine where it cannot harm the server.

Remove The product removes any spyware that was found during manual or

automatically scheduled scanning.

Report only The product leaves any spyware that was found during during manual or
scheduled scanning as it is and records the detection in the scan report.
Note: If real-time scanning is turned off, any malware is still able to harm
the server if you select this option.

Related concepts
Scan manually
Related reference

Default actions in reagime scanning

Default actions in manual and scheduled scanning

Default actions for DeepGuard

The Default actioncolumn shows you what default actions you can select for infected files in
real-time scanning.




You can select one of the following default actions if malware is found:

Default action

What happens if malware is found

Always ask me

The program asks you what to do if malware is found during real-time
scanning.

If unclear, ask
me

When the program cannot identify the malware, it asks you what do you want
to do with it.

Related reference

Default actions in manual and scheduled scanning

Default actions for DeepGuard

Actions you can take in reéime scanning

Actions you can take in manual or scheduled scanning

The Default actioncolumn shows you what default actions you can select for infected files in
manual and scheduled scanning.

You can select one of the following default actions if malware is found:

Default action

What happens if malware is found

Ask what to do

The program asks you what to do if malware is found during a manual scan.

Disinfect
automatically

The program tries to automatically disinfect the viruses in any infected files
that were found during a manual or scheduled scan.

Note: It is not always possible to disinfect a virus in a file. If this is not
possible, the file is quarantined (except when found on network or
removable drives), so the virus cannot harm your computer.




Quarantine The program automatically moves any infected files found during a manual

automatically or scheduled scan to the quarantine where it cannot harm your computer.
Rename The program automatically renames any infected files found during a
automatically manual or scheduled scan.

Delete The program automatically deletes any infected files found during a manual
automatically or scheduled scan.

Report only The program leaves any infected files that were found during a manual or

scheduled scan as they are and records the virus and spyware detection in
the scan report.

Note: If Real-time scanning is not on, any malware is still able to harm your
computer if you select this option.

Related reference

Default actions in reaime scanning

Default actions for DeepGuard

Actions you can take in retime scanning

Actions you can take in manual or scheduled scanning

The Default actioncolumn shows you what default actions you can select for DeepGuard.

You can select one of the following default actions if DeepGuard detects a system modification
attempt:

Default action |What happens if malware is found

Always ask me | DeepGuard asks you whether you want to allow or block all monitored
actions, even when it identifies the application as safe.
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If unclear, ask
me

DeepGuard asks you whether you want to allow or block monitored actions
only when it cannot identify the application as safe or unsafe

Handle
automatically

DeepGuard blocks unsafe applications and allows safe applications
automatically without asking you any questions.

Related reference

Default actions in reagime scanning

Default actions irmanual and scheduled scanning

Actions you can take in reéine scanning

Actions you can take in manual or scheduled scanning

View virus and spyware history

Virus and spyware history shows you what the program has done to viruses and spyware that

were found.

To view the history:

1. On the main page, click Settings
2. Select Computer> Virus and spyware scanning
3. Click View virus and spyware Biory.

The Virus and spyware history opens.

Related concepts

Scan at set times

Scan manually

Scan for malware

Related tasks

Select files that are scanned

Select the action when something is found
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Related reference

Actions you can take in redime scanning

Actions you can take in manual or scheduled scanning

DeepGuard analyzes the content of files and behavior of programs, and blocks new and
undiscovered viruses worms and other malicious programs that try to make potentially harmful
changes to your computer.

System changes that can be dangerous include:

1

system setting (Windows registry) changes,

attempts to turn off important system programs, for example, security programs like this
product, and

attempts to edit important system files.

DeepGuard continuously watches for these changes and checks each program that attempts to
change the system.

1

How does DeepGuard work

When DeepGuard detects a program attempting to make potentially harmful changes to
the system, it allows the program to run in a safe-zone, unless you have specifically
allowed or blocked the program.

How to turn DeepGuard on
By turning DeepGuard on, you can prevent suspicious programs from making
potentially harmful system changes in your computer.

Allow programs that DeepGuard has blocked
You can allow a program, which DeepGuard has blocked, to make system changes.

How to turn off advanced process monitoring
For maximum protection, DeepGuard temporarily modifies running programs.

Protect against harmful system changes

If DeepGuard detects a program trying to make potentially harmful system changes and
it cannot identify whether the program is safe or unsafe, it shows you a System
modification attempt dialog box.




1 How to see what DeepGuard has done
A small flyer is displayed when DeepGuard automatically blocks a program from making
system changes.

When DeepGuard detects a program attempting to make potentially harmful changes to the
system, it allows the program to run in a safe-zone, unless you have specifically allowed or
blocked the program.

In the safe-zone, the program cannot harm your computer. DeepGuard analyzes what changes
the program tried to make, and based on this, decides how likely the program is to be malware

DeepGuard automatically either allows or blocks the program, or asks you whether to allow or
block the program, depending on:

1 how likely the program is to be malware and

T which action you have told DeepGuard to take when it detects a potentially harmful
attempt to change the system.

Related tasks

How to turn DeepGuard on

Allow programs that DeepGuard has blocked

How to turnoff advanced process monitoring

Protect against harmful system changes

How to see what DeepGuard has done

By turning DeepGuard on, you can prevent suspicious programs from making potentially
harmful system changes in your computer.

Before you turn DeepGuard on, make sure you have Service Pack 2 installed if you have
Windows XP.



To turn DeepGuard on:

wn e

4.

On the main page, click
Select

Select

Click

Related concepts

How does DeepGuard work

Related tasks

Allow progams that DeepGuard has blocked

How to turn off advanced process monitoring

Protect against harmful system changes

How to see what DeepGuard has done

You can allow a program, which DeepGuard has blocked, to make system changes.

Sometimes DeepGuard may block a safe program from running, even if you want to use the
program and know it to be safe. This happens because the program tries to make system
changes that might be potentially harmful. You may also have unintentionally blocked a
program when a DeepGuard pop-up has been shown. You can allow a blocked program by
changing its permission in the Programs list.

To allow a program that DeepGuard has blocked:

No g sMdwwDNPR

On the main page, click

Click 1 The Programs list is shown.

Click the column to sort the list into groups of allowed and denied programs.
Select the program, which you want to allow, and click

Under Permission, select

Click

Click



The program you selected is now allowed to run and make system changes.
Related concepts

How does DeepGuard work

Related tasks

How to turn DeepGuard on

How to twrn off advanced process monitoring

Protect against harmful system changes

How to see what DeepGuard has done

For maximum protection, DeepGuard temporarily modifies running programs.

Because of this advanced process monitoring, some programs, such as online games and anti-
cheating tools, may fail. This happens to programs that check their own integrity. Typically anti-
cheating tools use integrity check to find out if they have been modified to do something else
than what they were created for.

To turn advanced process monitoring off:

1. On the main page, click
2. Select
3. Clear
4. Click

Related concepts

How does DeepGuard work

Related tasks

How to turn DeepGuard on

Allow programs that DeepGuard has blocked

Protect against harmful system changes




How to see what DeepGuard has done

If DeepGuard detects a program trying to make potentially harmful system changes and it
cannot identify whether the program is safe or unsafe, it shows you a System modification attempt

dialog box.

The System modification attempt dialog box is shown if you have selected one of the following
as the action for DeepGuard to take when it detects a potentially harmful attempt to change the
system:

1 , or
1

DeepGuard may show the dialog box, for example, when you are installing some software.
To decide whether to trust the program that is attempting to make system changes:

1. If you are unsure of the source of the modification attempt, click to view
more information about the program. The Technical details section shows you:

the name of the program trying to make the change,

the location of the program,

the change the program is attempting to make, and

a risk scorewhich indicates how likely the program is to be malware

o O O O

A alow score indicates a program that is likely to be harmless, and
A a high score indicates a program that is likely to be malware
2. Select one of the following options:

Select If you...

think that the program is safe. The program is
more likely to be safe if:




Select If you...

o it has alow risk score

o the dialog box was displayed as a
result of something you did,

you recognize the program, or

you got the program from a trusted
source.

suspect that the program is unsafe. The
program is more likely to be unsafe if:

o it has a high risk score
you do no know the program, or

you know the program and think it is
suspicious.

3. Select if you want DeepGuard to
apply your decision for this program when it tries to make system changes in the future.
This option is visible only when you have selected as the action on
system modification attempts. The next time DeepGuard detects the same program, it
will not ask you what to do, but applies your earlier decision.

4. If you want to send a sample of a program that tried to make system changes, do the

following:
o Click . A dialog box that explains the submission conditions is
shown.
o Carefully read the conditions, and click if you agree with the conditions

and want to submit the sample.
You may want to send a sample:

o if DeepGuard automatically blocks a program that you know to be safe, or
o when a System modification attempdialog box is shown and you suspect the
program may be malware
The system sends to F-Secure Corporation an electronic copy of the program, which
was identified as a possible security threat.
Related concepts



How does DeepGuard work

Related tasks

How to turnDeepGuard on

Allow programs that DeepGuard has blocked

How to turn off advanced process monitoring

How to see what DeepGuard has done

A small flyer is displayed when DeepGuard automatically blocks a program from making
system changes.

Flyers are small notifications that are shown at the bottom right-hand corner of your computer
screen. They are shown, for example, if DeepGuard has denied the use of a program. These
flyers are informational, and do not require any action from you. You can view all the shown
flyers in the flyer history.

If a program that you try to install or run does not work, it may be because DeepGuard is
blocking that program from making system changes. In this case, you can have DeepGuard
show you a small flyer when it automatically blocks a program. This way you know why the
program did not work properly.

Related concepts

How does DeepGuard work

Related tasks

How to turn DeepGuard on

Allow programs that DeepGuard has blocked

How to turn off advanced process monitoring

Protect againsharmful system changes




Quarantine is a safe repository for files that may be harmful.
Quarantined files cannot spread or cause harm to your computer.

The product can quarantine malware spyware and riskwareto make them harmless. You can
restore applications or files from the quarantine later if you need them.

If you do not need a quarantined item, you can delete it. Deleting an item in the quarantine
removes it permanently from your computer.

{1 In general, you can delete quarantined malware

1 In most cases, you can delete quarantined spyware It is possible that the quarantined
spywareis part of a legitimate software program and removing it stops the actual
program from working correctly. If you want to keep the program on your computer, you
can restore the quarantined spyware

1 Quarantined riskwarecan be a legitimate software program. If you have installed and set
up the program by yourself, you can restore it from the quarantine. If the riskwareis
installed without your knowledge, it is most likely installed with malicious intent and
should be deleted.

71 View quarantined items
You can view more information on items in the quarantine.

1 Restore quarantined items
You can restore the quarantined items that you need.

You can view more information on items in the quarantine.
To view information on items in the quarantine:

1. To view general information on the quarantined items, go to the page. It
shows the total number of items stored in quarantine.



2. To view detailed information on items in the quarantine, go to the
You can sort the content either by malware type or malware name. A list of the first 100
items is shown with the type of the quarantined items, their name, and the path where
the files were installed.

3. To view more information on a quarantined item, click the @icon next to the item on the
State column.

Related tasks

Restore quarantined items

You can restore the quarantined items that you need.

You can restore applications or files from the quarantine if you need them. Do not restore any
items from the quarantine unless you are sure that items pose no threat. Restored items move
back to the original location in your computer.

To restore quarantined items:

1. Torestore all the items from the quarantine, on the page, click
under on the right pane.
2. To restore specific items from the quarantine, do the following:
a. Goto 4
b. Select the quarantined items that you want to restore.
c. Click

Related tasks

View quarantined items

Automatic updates keeps the protection on your computer updated.

The product retrieves the latest updates to your computer when you are connected to the
Internet. It detects the network traffic and does not disturb other Internet use even with a slow
network connection.



Check the update status
View the date and time of the latest update.

Change the Internet connection settings
Usually there is no need to change the default settings, but you can configure how the
server is connected to the Internet so that you can receive updates automatically.

Check the status of Retiine Protection Network
To function properly, many product features depend on the Real-time Protection
Network connectivity.

Turning automatic updates on
When you keep automatic updates turned on, the product stays up-to-date
automatically.

View the date and time of the latest update.

When automatic updates are turned on, the product receives the latest updates automatically
when you are connected to the Internet.

To make sure that you have the latest updates:

1.
2.
3.

On the main page, click
Select

Click v The product connects to the Internet and checks for the latest updates.
If the protection is not up-to-date, it retrieves the latest updates.

Note: If you are using a modem, or have an ISDN connection to the Internet, the
connection must be active to check for updates.

Related tasks

Change the Internet connection settings

Usually there is no need to change the default settings, but you can configure how the server is
connected to the Internet so that you can receive updates automatically.



To change the Internet connection settings:

1. On the main page, click

2. Select )
3. Onthe list, select how your computer is connected to the Internet.
o Select if you have a permanent network connection.
Note: If your computer does not actually have the permanent network connection
and is set up for dial-on-demand, selecting can result in
multiple dial-ups.
o Select to retrieve updates only when the product detects an
active network connection.
o Select to retrieve updates only when the product detects other

network traffic.
Tip: If you have an uncommon hardware configuration that causes the
setting to detect an active network connection even when there is

none, select instead.
4., Onthe list, select whether or not your computer uses a proxy serveito
connect to the Internet.
o Select if your computer is connected to the Internet directly.
o Select to configure the HTTP proxgettings.
o Select to use the same HTTP proxgettings that you

have configured in your web browser.
Related tasks

Check the update status

To function properly, many product features depend on the Real-time Protection Network
connectivity.

If there are network problems or if your firewall blocks Real-time Protection Network traffic, the
status is 'disconnected'. If no product features are installed that require access to Real-time
Protection Network, the status is 'not in use'.

To check the status:

1. On the main page, click



2. Select

Under Real-time Protection Network, you can see the current status of Real-time Protection
Network.

Related concepts

What is the Reaime Protection Network

When you keep automatic updates turned on, the product stays up-to-date automatically.

1. On the main page, click
2. Select
3. Select

The product protects your computer against unsafe Internet traffic.

The product:

1 Protects you against intruders who try to access your computer without your permission.
They may, for example, try to steal your personal information, such as files, passwords
or credit card numbers.

1 Blocks malicious Internet traffic such as trojans They may, for example, destroy files on
your computer, crash your computer, or open ports for hackers to access your
computer.

1 Blocks harmful Internet traffic such as spyware Spywaremay, for example, gather
information about your e-mail addresses, passwords and credit card numbers.

1 Prevents malicious dialer programs from using your modem or ISDN connection to dial
into expensive pay-per-minute phone numbers.

After you have installed the product, your network connections are automatically protected.



1 What is a firewall

The firewall protects your computer by allowing safe Internet traffic and blocking unsafe
traffic.

1 How to albw or block network traffic through the firewall
You can allow or block network traffic by using firewall rules.

1 How to control network applications
Application control prevents harmful programs from connecting to the Internet.

1 How to prevent intruders

Intrusion prevention protects against network attacks aimed at open ports on your
computer.

1 How to control diaup connections
Dial-up control prevents malicious dialer programs from opening connections to
expensive pay-per-minute phone numbers.

1 Where to find firewall alerts and épfiles
By viewing the firewall alerts and log files, you can find out how network connections
are protected on your computer.

The firewall protects your computer by allowing safe Internet traffic and blocking unsafe traffic.

Typically, the firewall allows all traffic from your computer to the Internet, but blocks all traffic
from the Internet to your computer unless you specifically allow it. By blocking the inbound
traffic, the firewall protects your computer against malicious softwag, such as worms and
prevents intruders from accessing your computer. Depending on your alerting settings, firewall
alertpop-ups may be shown about the actions of the firewall.

Your computer is protected with the predefined firewall settings. Usually, you do not have to
change them. However, you may have to change the settings, if you use a very strict firewall
profile, or if you have added your own firewall rulesor services.

CAUTION:

Do not turn the firewall off. If you do, your computer is vulnerable to all network attacks.
If a program stops working because it cannot connect to the Internet, change the firewall
rulesor application control settings instead of turning the firewall off.



1 What are firewall profiles
The firewall profile defines the level of protection on your computer.

1 What are firewall rules and services
Firewall rules and services define how the firewall protects your network connections.

The firewall profile defines the level of protection on your computer.

Each firewall profile has a predefined set of firewall rules,which define the type of traffic that is
allowed to or denied from your computer. To some profiles you can also add rules that you
have created yourself.

Firewall profiles also define

1 if Internet connections are automatically allowed for all applications, or

1 if you can separately allow or deny each new connection attempt in an application
control pop-up.

There are several predefined firewall profiles which range from very strict to very loose:

A very strict firewall profile ( ) usually blocks most of the network traffic. This
may prevent you from using some of the programs on your computer.

1 A medium profile ( ) usually allows all outbound Internet traffic from your
computer. The medium profile may deny some inbound services and generate alerts
about them.

1 A very loose profile ( ) usually allows all network traffic, both inbound and

outbound, and does not generate any alerts Because this profile leaves your computer
unprotected, do not use it except for in special cases.

Note: Depending on the product you are using, the names of firewall profiles can be different.

Your computer is safe with the predefined firewall profile. You may need to change the profile to
a stricter one, for example, if you use your laptop outside your home and open the Internet
using a WLAN connection.

You can define your own firewall profilesand add your own set of rules for it. However, we
recommend that only experienced users define their own firewall profiles.



A firewall profile consists of several firewall rules A firewall rule consists of several firewall
senices Services are defined by the protocolsand portsthey use.

For example, the Mobile firewall profile has a rule called Web browsingThis rule allows you to
browse the web. The rule includes the services that are needed for web browsing, such as the
HyperText Transfer Protocol (HTTRErvice. This service uses the TCP and portnumber 80.

1 How to change the firewall profile
If you want to change the level of protection on your computer, change the firewall
profile.

Related concepts

What are firewall rules

What are firewall services

If you want to change the level of protection on your computer, change the firewall profile.
To change the firewall profile:

1. On the main page, click

2. Next to Firewall click the link, which shows the current firewall profile. The Change
firewall profiledialog box opens.

3. Read the firewall profile descriptions carefully.
4. Select the appropriate profile from the list and click
The Statuspage now shows the new firewall profile. The firewall rules and application control

settings change according to the selected firewall profile.
Related concepts

What are firewall profiles

Firewall rules and services define how the firewall protects your network connections.



1  What are firewall rules
Firewall rules define what kind of Internet traffic is allowed or blocked.

1 What are firewall services
Firewall services define the type of traffic to which a firewall rule applies.

1 What are dynamic firewall rules
Dynamic firewall rules are created for connections from remote computers to server
programs on your computer.

1 How does the priority order of firewall rules work
Firewall rules have a priority order that determines the order in which the rules are
applied to network traffic.

Firewall rules define what kind of Internet traffic is allowed or blocked.

Each firewall profile has a predefined set of firewall rules, which you cannot change. You can
only add new rules to some of the profiles. For some profiles you may not be able to add your
own rules. There may also be a profile that has no predefined rules and that allows you to
freely add your own set of rules. The selected firewall profile also affects the priority which your
own rules receive in relation to the predefined rules.

A firewall rule can be applied to traffic from the Internet to your computer (inbound), or from
your computer to the Internet (outbound). A rule can also be applied to both directions at the
same time.

A firewall rule consists of firewall services, which specify the type of traffic and the ports that
this type of traffic uses. For example, a rule called Web browsing has a service called HTTP,
which uses the TCP and port number 80.

Firewall rules also define whether firewall alert pop-ups are shown to you about the traffic that
matches the firewall rules.

You may have to add a new firewall rule if you start using a new program or attach a new
device to your computer, for example, a WLAN device or an IP camera.

By adding all the services that the program or device needs to the same rule, you can easily:



9 turn the rule on or off later, or
1 remove the rule if you uninstall the program or remove the device.

You also have to add a new rule if you have denied certain type of traffic but you want to allow
it to certain IP addresses. In this case, you already have a general "deny" firewall rule. To allow
the traffic to certain IP addresses, you have to create a more specific "allow" rule.

For example, if the general rule denies all outbound FTP traffic, you may still want to allow FTP
traffic to your Internet Service Provider's site to be able to update your web pages. You can do
this by adding a more specific rule that allows FTP traffic to the Internet Service Provider's IP
address, and give the rule a higher priority than for the "deny" rule.

1 View firewall rules
You can view the currently active firewall rules to find out how the firewall allows or
blocks traffic on your computer.

1 Firewall rule details
Firewall rule details include the name and type of the rule, the IP addresses and
services to which the rule applies, and alerting settings.

Related concepts

What are firewalkervices

What are firewall profiles

You can view the currently active firewall rules to find out how the firewall allows or blocks
traffic on your computer.

Each firewall profile has its own set of active firewall rules. To view the rules:

On the main page, click

Select

Click the Rules tab.

Next to Current firewall profile, select the appropriate firewall profile.
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You can view a rules list, which contains the following information:



Field

Description

In use If the checkbox is selected, the rule is currently on. If the checkbox is empty,
the rule is currently off.
Name Name of the rule. There are two types of rules:
o Predefined rules: These rules are shown in gray. They have been
predefined for the currently selected firewall profile.
o Your own rules: If you have added your own rules, they are shown in
black above the Your rules will be added here row.
Type Rule type:
0 : This rule allows network traffic.
o x: This rule denies network traffic.
o !':This rule generates alerts in the alert log and possibly shows an
alert pop-up when the rule allows or denies network traffic.
Remote |IP addresses and networks to which the rule applies. If the rule applies to all
host IP addresses, this field shows one of the following values:

o 0.0.0.0/0,::/0: The rule applies to all IPv4 and IPv6 addresses.
0.0.0.0/0: The rule applies to all IPv4 addresses.
o :/0: The rule applies to all IPv6 addresses.

5. To view the rule details, select a rule on the list and click

o If the rule has been predefined, the Rule details dialog box opens and displays
the predefined rule. After viewing the details, click

o If you have added the rule yourself, the Rule details dialog box opens. Click

Related concepts

until you see a summary of the rule. After viewing the details, click

Firewall rule details




Firewall rule details include the name and type of the rule, the IP addresses and services to
which the rule applies, and alerting settings.

You can view the following information in the Rule details dialog box:

Field Description
Name Name of the rule.
Type Type of the rule, which defines whether the rule allows or denies network traffic.
Remote IP addresses and networks to which the rule applies. If the rule applies to all IP
address addresses, the field shows one of the following values:
7 0.0.0.0/0,::/0: The rule applies to all IPv4 and IPv6 addresses.
7 0.0.0.0/0: The rule applies to all IPv4 addresses.
1 ::/0: The rule applies to all IPv6 addresses.
Services The Service column shows the firewall services that the rule includes.
The Direction column shows whether the rule applies to inbound services (in),
outbound services (out) or both.
Alerting Shows whether the rule generates alerts and shows alert pop-ups.
Alert text If the rule generates alerts, shows the alert text that is shown in the alert log and

pop-up.

Related concepts

What are firewall rules

Firewall serviceslefine the type of traffic to which a firewall rule applies.

Network servicessuch as web browsing, file sharingor remoteconsole accessre examples of
these firewall services.




A service uses a certain protocoland port For example, the HTTP service uses the TCP
protocoland the port number 80.

A firewall service uses two kinds of ports:

{1 Initiator port: the port on the computer that starts the connection.
1 Responder portthe port on the computer where the connection ends.

Whether the port on your own computer is an initiator port or responder portdepends on the
direction of the traffic:

1 If the firewall services for outbound traffic, the initiator port is the port on your own
computer. The responder portis then the port on a remote computer.

1 If the firewall services for inbound traffic, the initiator port is the port on a remote
computer. The responder portis then the port on your own computer.

The responder portare typically mentioned in the software documentation. The initiator portcan
usually be any port higher than 1023. However, for some games you may also have to define
specific initiator ports In this case, they are also mentioned in the software documentation.

If you create a new firewall rule, you have several predefined services that you can add to the
rule. You can also create and add your own services if the service that you need is not on the
services list.

1 View firewall services
You can view the existing firewall services on the Services tab.

Related concepts

What are firewall rules

What are firewall profiles

You can view the existing firewall services on the Services tab.
To view the services:

1. On the main page, click



2. Select .
3. Click the Services tab. You can view the following information:

Field Description

Name Name of the service.

Used in rule | Name of the firewall rule, where the service is used.

4. To view details of a service, select the service on the list and click . The Service
details dialog box opens.

5. After viewing the service details, click
Related concepts

What are firewall services

Related tasks

Create a firewall service

Dynamic firewall rules are created for connections from remote computers to server programs
on your computer.

If an application control pop-up is shown, and you allow an inbound connection, for example, to
a peer-to-peer server program on your computer, the firewall creates a temporary, dynamic
firewall rule. This rule is added to the dynamic rules list on the Activity tab. The rule opens a
port for this program and keeps it open as long as the program listens to the port for inbound
connections.

When the program stops listening to the port, the rule closes the port and the dynamic rule is
removed from the dynamic rules list. Depending on your application control settings, the
application control pop-up may not be shown for all programs. If the pop-up is hot shown, the
dynamic firewall rule is automatically created for this program.

1 View dynamic firewall rules
The Activity tab shows the dynamic firewall rules which are currently active.




The Activity tab shows the dynamic firewall rules which are currently active.

Dynamic firewall rules are created for connections from remote computers to server programs
on your computer.

To view the dynamic firewall rules:

1. On the main page, click
2. Select .
3. Click the Activity tab. You can view the following information:

o Application: The file name of the server program on your computer which
currently listens to a port for inbound connections.

o Listening port: The port that the dynamic firewall rule has opened. The server
program listens to this port for inbound connections.

o Remote address: The server program listens to the port for connections from the
following IP addresses:

A 0.0.0.0/0: All IPv4 addresses.
A ::/0: All IPv6 addresses.
Related concepts

What are dynamic firewall rules

Firewall rules have a priority order that determines the order in which the rules are applied to
network traffic.

Firewall rules are shown as a list on the Rules tab. The rules are applied from top to bottom,
and the first rule that matches the traffic overrides all the other rules below. The main principle
is to allow only the needed traffic and block the rest. Therefore, the last rule of a firewall profile
is the Deny rest rule. It blocks all the traffic that the rules above it do not specifically allow.

Dynamic firewall rules are shown separately as a list on the Activity tab. The priority of the
dynamic rules is lower than the priority of normal firewall rules. This means that if a firewall rule
denies some traffic, the dynamic rule cannot allow it. However, the priority of the dynamic rules
is higher than the priority of the predefined Deny rest rule.
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You have added a rule that denies all outbound FTP traffic. Above the rule in the rules
list, you add another rule that allows an FTP connection to your Internet Service
Provider's IP address. This rule allows you to create an FTP connection to that IP
address.

You have added a rule that allows you to create an FTP connection to your Internet
Service Provider's IP address. Above the rule in the rules list, you add another rule that
denies all FTP traffic. This rule prevents you from creating an FTP connection to your
Internet Service Provider's IP address (or any other IP address).

Related tasks

Define the priority order of firewall rules

You can allow or block network traffic by using firewall rules.

il

What to do if a firewall alert appears
A firewall alert pop-up appears on your computer screen when the firewall detects
suspicious network traffic on your computer.

How to create firewall services and rules
You can create your own firewall services and rules if you want to allow or deny some
Internet traffic.

How to open a port through the firewall
You can open a port through the firewall if you want to allow some Internet traffic and
you know the port number you want to open.

Examples of creating firewall rules
You can create a new firewall rule if you want to play a new network game, or share
files on your home network.

Turn a firewall rule on ooff
You can turn a firewall rule off to temporarily allow some traffic that the rule denies.

Change a firewall rule
You can only change a firewall rule that you have created yourself.




{1 FEirewall settings
On the Settings tab, you can change the IPv6 settings and the alerting level, and allow
all traffic between computers on a home network.

A firewall alert pop-up appears on your computer screen when the firewall detects suspicious
network traffic on your computer.

A pop-up is shown when alert pop-ups have been turned on and either of the following happen:

1 the traffic matches one of the current firewall rules and alerting has been turned on for
this rule, or

1 there has been an intrusion attempt on your computer, and alerting has been turned on
for Intrusion Prevention.

You do not necessarily have to do anything because the firewall blocks suspicious traffic
automatically and prevents intrusion attempts (if has been turned on in
the intrusion prevention settings).

If an alert pop-up appears, do the following:

1. Read the alert information.
2. Toview the alert details, click
3. If you do not want firewall alert pop-ups to be shown anymore, select the

check box.

4. To get more information about the remote IP addressclick . It shows the
domain nameof the IP addressfor example, www.example.comlif the domain namecannot
be resolved, the button becomes unavailable and no domain name is
shown.

5. You can create a new firewall rulefor the traffic that generated the alert. This rule can
either allow or deny this kind of traffic in future. Click and fill in the rule
information.

6. To close the Firewall alertdialog box, click
Now you can continue using your computer normally.
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Turn the firewall alerts on or off
You can select whether firewall alert pop-ups are shown.

You can select whether firewall alert pop-ups are shown.

To turn the alert pop-ups on or off:

6.
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On the main page, click

Select

Click the tab.

Click ;

To turn the pop-ups on, select the checkbox. To turn the pop-ups off,
clear the checkbox.

Click

If you turned the pop-ups on, you see a pop-up the next time some traffic matches the current
firewall rules. This applies only to rules which have the alert logging and pop-ups active. If you
turned the pop-ups off, they do not appear anymore.

Related tasks

Select alerting options

You can create your own firewall services and rules if you want to allow or deny some Internet

traffic.

Before starting to create a rule, select the firewall profile to which you want to add this rule.

Note: You may not be able to add your own rules to all firewall profiles.

1.

Create a firewall service

You may need to create a new firewall service, for example, if you start using a new
program which needs to connect to the Internet and which does not have a predefined
service.




2. Start creating a rule

Enter a name for the rule and select whether the firewall rule denies or allows traffic.

3. Select the IP addresses

Apply the rule to all network connections or specify the IP addresses and networks to

which the new rule applies.

4. Select the services and direction

Select the services to which the firewall rule applies, and the direction of the traffic.

5. Select alerting options

Select how the product notifies you when the firewall rule denies or allows traffic.

6. Check and accept the rule
Check and accept the new rule.

7. Define the priority order of firewall rules
If you have created several new firewall rules, define their priority order.

Related concepts

What are firewall rules

What are firewall services

Related tasks

How to change the firewall profile

Create a rule for a network game

Create a rule for sharing files on a home network

Change aiffewall rule

How to open a port through the firewall

You may need to create a new firewall service, for example, if you start using a new program

which needs to connect to the Internet and which does not have a predefined service.



The service defines the protocols and ports the program uses. To find out this information,
consult the documentation of the program.

To create a firewall service:

1. On the main page, click
2. Select
3. Click the Services tab.
4. Click . The Add new service dialog box opens.
5. Inthe field, enter a name for the service. Use a hame that you can easily identify.
6. From the list, select the protocol for the service:
o ICMP (1)
o TCP (6)
o UDP(17)

If you want to use another IP protocol, enter the protocol number (0-255) in the field.

7. If the service uses the TCP or UDP protocol, define the initiator ports for the service. If
the program documentation does not include the initiator ports, you can usually use any
port number above 1023.

0 Next to the field, click
o Add the ports:

A To enter a single port, enter the port number in the field, for
example, 1024 .

A To enter a port range, add the lowest and the highest port number of the

range to the fields, for example, 1024 - 65535 .
o Click
o Repeat the steps a-c to add all necessary ports.
o Click

8. If the service uses the TCP or UDP protocol, define the responder ports for the service.
The responder ports are usually mentioned in the program documentation.

o Nextto the field, click
o Add the ports:
A To enter a single port, enter the port number in the field.
A To enter a port range, add the lowest and the highest port of the range to
the fields.
o Click
o Repeat the steps a-c to add all necessary ports.

o Click



9.

If the service uses the ICMP protocol, define the ICMP type and code for the service.
Click to enter the values in the Type and Code fields. The allowed values are 0-
255.

10. If you will use this service for allowing inbound traffic, you can define whether you want

to allow also broadcast and multicast traffic. This kind of traffic is created by streaming
programs, such as web radio or television. To allow them, select the

and checkboxes. Usually, you can leave these checkboxes
unselected.

11. In the Add new service dialog box, click

Your new service is now shown on the services list on the Services tab. To deny or allow the
traffic that the service defines, you need to add the service to a firewall rule which allows
outbound Internet connections.

Next topic: Start creating a rule

Enter a name for the rule and select whether the firewall rule denies or allows traffic.

To start creating a rule:

No orwDNRE

On the main page, click

Select

Click the Rules tab.

Click . The Add new rule dialog box opens.

In the field, enter a name for the rule. Use a name that you can easily identify.
To either deny or allow traffic, select either or

To create a rule that is valid only when you have an active dial-up connection, select

. This option is relevant only if you use a
modem or ISDN for your Internet connection. You may want to select this option, for
example, if you use a laptop outside your home network and access the Internet
through a modem or ISDN connection. Outside your home, your laptop is not protected
by the router firewall, and you may want to create a stricter rule that denies all
unnecessary inbound traffic and use this rule outside home. Usually, you do not have to
create a rule, and the default firewall profile protects your computer both inside and
outside home.

Click
Previaus topic: Create a firewall service




Next topic: Select the IP addresses

Apply the rule to all network connections or specify the IP addresses and networks to which the
new rule applies.

Note: The IPv6-related options are only available if your operating system is Microsoft
Windows Vista or Windows 7.

To select the IP addresses:

1. Select one of the following options:

To apply the rule to both IPv4 and IPv6 addresses, select
To apply the rule to all IPv4 addresses, select

To apply the rule to all IPv6 addresses, select

To apply the rule to specific IP addresses and networks, select and click
. The Addresses dialog box opens.

(0]

0
0
0

a. Inthe Addresses dialog box, select one of the following options on the

Type list:
Type Address example
IP address [192.168.5.16
DNS name |www.example.com
IP range 192.168.1.1-192.168.1.63
IP subnet 192.168.88.0/29
MyDNS [mydns]
MyNetwork | [mynetwork]

IPv6

2001:db8:85a3:8d3:1319:8a2e:370:733




Type Address example

address

IPv6 range |2001:db8:1234:: -
2001:db8:1234:FFFF:FFFF:FFFF:FFFF.FFFF

IPv6 subnet |2001:db8:1234::/48

Enter the address in the field.

To add the address to the addresses list, click

Repeat steps a-c to add all necessary addresses to the addresses list.
Click

®eoo

2. Click

If you want to define an IP subnet, use Classless Inter-Domain Routing (CIDR) notation. It is a
standard notation that consists of a network address and subnet mask. For example:

Network address| Subnet mask CIDR notation

192.168.0.0 255.255.0.0 192.168.0.0/16

192.168.1.0 255.255.255.0 [192.168.1.0/24

192.168.1.255 255.255.255.255(192.168.1.255/32

Previous topic: Start creating a rule

Next topic: Select the services and direction

Select the services to which the firewall rule applies, and the direction of the traffic.

To select the services and direction:



1. Select the services to which you want to apply the rule:
o If you want to apply the rule to all IP traffic, select All IPtraffic on the list.
o If the service you need is not on the list, you need to create it first.

The 2 ? @ jcon appears in the Direction column for the services you selected.

2. For every service, select the direction of the traffic to which the rule applies. The
direction is from your computer to the Internet or vice versa. To select the direction, click

the LI o icon in the Directioncolumn.

Direction |Explanation

=i The service is allowed or denied in both directions.

=& |The service is allowed or denied if it is from the Internet to your own
computer (inbound).

=—# | The service is allowed or denied if it is from your own computer to the
Internet (outbound).

3. Click Next.
Previous topic: Select the IP addresses

Next topic: Seéct alerting options

Related tasks

Create a firewall service

Select how the product notifies you when the firewall rule denies or allows traffic.
To select the alerting option:

1. Select one of the following options:



o If you do not want to be notified, select . No alertsare generated to the
alertslog, and no alert pop-ups are shown to you. We recommend that you
select this option if you are creating a rule for allowing traffic.

o If you want the product to generate alertsin the alertslog, select

o If you want the product to generate alertsin the alertslog and to show alert pop-
ups to you, select . Note that you have to turn on the alert pop-
ups also in the Firewall alertdialog box.

o Inthe field, enter a description to be shown in the alertslog and pop-
ups.

2. Click
Previous topic: Select the services and direction

Next topic: Check and accept the rule
Related tasks

Turn the firewall alerts on or off

Check and accept the new rule.

To do this:

1. Check the rule summary. If you need to edit the rule, click
2. When you are satisfied with your new rule, click

Your new rule is now shown on the rules list on the Rules tab, and it is automatically turned on.
If you have created several rules, you can now define their priority order.

Previous topic:Select alerting options

Next topic: Define the priority order of firewall rules

If you have created several new firewall rules, define their priority order.



You may want to do this, for example, if a rule denies some traffic that you want to allow. In this
case, you need to create a new "allow" rule and move this rule above the "deny" rule. In this
way, the "allow" rule is first applied to traffic. You can only change the priority order of those
rules that you have created yourself.

To define the priority order:

On the main page, click
Select
Click the Rules tab.

Click on the rule you want to move and with the mouse button pressed down, drag the
rule to the new location in the table.

Rules are now applied to traffic according to the new priority order.
Previous topic:.Check and accept the rule
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Related concepts

How does the priority order of firewall rules work

You can open a port through the firewall if you want to allow some Internet traffic and you know
the port number you want to open.

You may not be able to add your own rules to all firewall profiles. Select the firewall profile to
which you want to add the new rule before you open the port.

When you open a port through the firewall, you create a new firewall rule and two new services.

1. On the main page, click

2. Click .

3. Inthe field, enter a name for the new firewall rule.

4. Inthe field, define the responder port for the rule. The responder port is
usually mentioned in the product documentation.

5. Click

The new rule is added to the firewall rules list and two new services are created on the firewall
services list for both the TCP and UDP protocols with the specified port number.

Related tasks



View firewall rules

You can create a new firewall rule if you want to play a new network game, or share files on
your home network.

1 Create a rule for a network game

This is an example of how to create firewall services and a firewall rule for an imaginary

network game called Game_1.

1 Create a rule for sharing files on a home network

This is an example of creating a new firewall rule for Windows file sharing to share files
between computers on your home network.

This is an example of how to create firewall servicesand a firewall rule for an imaginary network

game called Game_1.

For creating the firewall servicesyou need to know the protocolsthat the game uses. You also
need to know the ports that the game uses for inbound connections from the game server to
your computer. In this case, they are the following:

Protocol | Port Type Location Ports
UDP Initiator Game server |1024

UDP Responder | Own computer | 8889, 9961
TCP Initiator Game server [1025

TCP Responder | Own computer | 17475, 9961

Note: You do not have to create firewall services or a firewall rule for outbound connections
from your computer to the game server.



To create the services and a rule for the inbound connections:

1. Add the new services as follows:

Step Example
Enter a name for the first service Service_Game_1 UDP
Select the protocol UDP
Enter the initiator port 1024
Enter the responder ports 8889, 9961

Enter a name for the second service | Service_Game_1 TCP

Select the second protocol TCP
Enter the initiator port 1025
Enter the responder ports 17475, 9961

2. After you have added the services, they are shown on the services list.
3. Add a new firewall ruleas follows:

Step Example

Enter a name for the rule | Rule_Game_1

Select the rule type Allow

Select the IP addresses |Any address

Select the services Service_Game_1 UDP, Service_Game_1 TCP

Select the direction = — & (from the Internet to your computer)




Step

Example

Select the alert type No alert

After you have added the rule, it becomes active and is shown on the rules list.

This is an example of creating a new firewall rule for Windows file sharing to share files

between computers on your home network.

If you use a routeron your network, check the Dynamic Host Configuration Protocol (DHCP)
settings of your router to find out the IP address range allocated to your home network. For
more information, consult the router documentation.

The most usual IP addressange for home networks is 192.168.1.1 - 192.168.1.254. If you want

to share files between all your computers, you have to create the same rule on all of the

computers.
To create the rule:

On the main page, click
Select

Click the Rules tab.
Click

ok wnhe

Step Example

Enter a name and select the rule type:

Enter a name for the rule | FileSharing

Select the rule type Allow

6. Select the IP addresses

Step

Example

192.168.1.1 -




Step Example

192.168.1.254

a. Click
Click
Select and enter the addresses of your
computers in the field.

d. Click

7. Select the services and direction:

Step Example

Select the services that Windows file
sharing uses

a. SMB over TCP/IP (TCP)
SMB over TCP/IP (UDP)

Windows file sharing and network
printers

d. Windows network browsing
ICMP / Internet Control Message

Protocol
Select the direction for both services = +— & (from the Internet to your computer)
o Select the alerting type:
Step Example
Select the alerting type | No alert
o Check the summary of the rule and click . Your new rule is now shown on the

rules list on the Rules tab, and it is automatically turned on.

o Test that the rule works. To do this, use Windows file sharing to share a folder or file
and check whether you can access the folder or file from all of your computers.

Tip: If you want to share the printer on your home network, create a similar rule. In this

case, you have to only create an inbound "allow" rule on the computer to which the
printer is connected.



You can turn a firewall rule off to temporarily allow some traffic that the rule denies.
You can turn those rules on or off that you have created yourself.
To turn a rule on or off:

On the main page, click

Select

Click the Rules tab.

Do one of the following:
o If you want to turn a rule off, clear the checkbox in the In use column.
o If you want to turn the rule on, select the checkbox.

Depending on your selection, the firewall rule is now either on or off.
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You can only change a firewall rule that you have created yourself.
To change a rule:

On the main page, click

Select

Click the Rules tab.

Select the rule and click . The Rule details dialog box opens.

Make the necessary changes in each step and move to the next step by clicking
In the Rule details dialog box, check the changes that you made.

If you are satisfied with the rule, click

No ogprwdRE

The changes that you made are applied to the rule.

On the Settings tab, you can change the IPv6 settings and the alerting level, and allow all traffic
between computers on a home network.



The Settings tab also contains the field. The firewall blocks IP
packet fragments that are shorter than the recommended limit shown in this field. Short IP
packet fragments may indicate a fragmentation attack, which may cause your computer to
crash. We recommend that you do not change the limit in this field.

1 Change the IPv6 settings
On the Settings tab, you can define how the firewall handles IPv6 traffic.

1 What to do if you share an Internet connection
If you want to share an Internet connection on your computer with the rest of your home
network, you need to allow all traffic through the firewall between these computers.

On the Settings tab, you can define how the firewall handles IPv6 traffic.

If your operating system is Microsoft Windows Vista or Windows 7, you can either block all IPv6
traffic or apply normal firewall rules to the traffic. If you use some other operating system, you
can only block all or allow all IPv6 traffic.

To change the IPv6 settings:

On the main page, click
Select
Click the Settings tab.

To define how the firewall handles IPv6 traffic, select one of the following options on the
Select IPv6 traffic filtering options list:

o If you use Microsoft Windows Vista or Windows 7:
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A . Blocks all IPv6 traffic. We recommend that you keep this option
selected.

A : Normal firewall rules define whether IPv6 traffic is allowed or
blocked. You may want to select this option if you are using the IPv6
protocol on your computer.

o If you use some other operating system:

A . All IPv6 traffic is blocked. We recommend that you keep this option
selected.
A : Allows all IPv6 traffic. You may want to select this option if you are

using the IPv6 protocol on your computer.



5.

Note: Allowing all IPv6 traffic is a security risk because no firewall rules
are applied to the IPv6 traffic.

Click

The changes that you made to the IPv6 settings are now active.

If you want to share an Internet connection on your computer with the rest of your home
network, you need to allow all traffic through the firewall between these computers.

Note:

Allow all traffic through the firewall only if you use Windows Internet Connection Sharing. If you
want to share other resources, such as drives, files or printers, we recommend that you create
new firewall rules for this purpose.

You can allow all traffic through the firewall by defining the connection between the home
network and the computer with the Internet connection as trusted. You can define a trusted
network interface, if:

You have a computer with an Internet connection.

This computer has two network interface cards: One for the Internet connection, and
one for the home network connection.

You have activated Windows Internet Connection Sharing on the computer which has
the Internet connection.

You have installed our product with a firewall on all of your computers. This makes sure
that it is safe to define a trusted interface between your computers.

To define the trusted network interface, you need to select the network interface card (adapter)
which connects the computer to the home network.

To select the network interface card on the computer with the Internet connection:
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On the main page, click
Select
Click the Settingstab.

On the list, select the network interface card (adapter) which
connects your computer to the home network. The IP address of the computer is shown
in the field.



Note: Because the firewall allows all traffic through the selected network interface, make
sure that you do not select the Internet interface as trusted. If you do this, the firewall
does not protect your computer anymore.

5. Click
The firewall now allows all traffic between the computer with the Internet connection and your
home network, and you can use the Internet from all your computers.

If you use a digital TV card, and the television picture freezes, you may also have to define the
interface to the television as trusted.

Application control prevents harmful programs from connecting to the Internet.

Application control protects you mainly against outbound threats that are caused by programs
on your computer. Typically, when a program tries to connect to the Internet, application control
shows a pop-up. In this pop-up you can allow or deny the connection:

1 If you trust that the program is safe, you can allow the connection. For example, you
can consider the program safe if you have just opened it yourself. When you allow the
connection, the firewall opens a port for this program and allows the connection for as
long as the program is open. When you close the program, the firewall closes the port.

T If you do not trust the program, you need to deny the connection. For example, a
program can be unsafe if you do not recognize it or you have not installed it yourself.

Depending on your application control settings, application control pop-ups may not be shown
for programs that DeepGuard considers safe. These programs are allowed to connect to the
Internet automatically.

Application control also asks you whether you want to allow connections from the Internet to
the programs on your computer. This happens, for example, if you are using Skype.

Note: If a program does not work on your computer, do not turn off application control. If you
do, the level of protection reduces on your computer. Instead, change the application control
settings or firewall rules



A firewall provides you general protection on the network level, whereas application control

allows you to control the use of specific programs. The firewall protects you against threats that
are caused by connections from the Internet to your computer (inbound). The firewall allows or
denies connections on the basis of the IP protocols and IP addresses that the connections use.

Application control mainly protects you against threats that are caused by connections from
your computer to the Internet (outbound). Application control allows or denies connections on
the basis of the programs that create the connections.

f What to do if an application control peyp appears
If an application control pop-up appears, you need to decide whether you allow or deny
a connection attempt for the program that is shown in the pop-up.

1 Allow or deny connections for programs
You can allow or deny Internet connections for programs on the Applications tab.

1 Turn application control popps on or off
You can turn the application control pop-ups on or off.

1 What to do if a program stops working
If you start using a new program, for example a network game, it may stop working if it
cannot connect to the Internet.

If an application control pop-up appears, you need to decide whether you allow or deny a
connection attempt for the program that is shown in the pop-up.

Application control pop-ups may indicate malicious activity, such as trojans wormsor spyware
On the other hand, pop-ups are also shown when you use the programs on your computer
normally.

To allow or deny a connection attempt:

1. Check the information about the connection attempt in the pop-up.

2. To view details of the connection attempt, such as the name of the program and IP
address of the remote computer, click

3. If you do not want pop-ups to be shown to you about this program anymore, select the
checkbox.

4. Either allow or deny the connection:



o Click

connection in the following cases:

if you are sure that the connection attempt is safe. You can allow the

Pop-up type Description Click Allow if
New A client program on your computer is | You have started this
connection trying to connect to the Internet. program yourself for
attempt the first time.
(outbound)

Changed A client program on your computer is | You have updated the

application trying to connect to the Internet but it | program on your

(outbound) has been changed since the previous |computer since you
connection. last used it.

New server A program on your computer is trying | You have started the

application to act as a serverand wants to start serverprogram on your

(inbound) listening for inbound connections. computer yourself.

Changed A serverprogram on your computer You have updated the

application wants to start listening for inbound serverprogram on your

(inbound) connections but it has changed since |computer since you
the previous connection attempt. last used it.

o Click if you are not sure that the connection attempt is safe.

Depending on the selected action, the connection is either allowed or denied. If you selected
checkbox, the program is added to the
list of allowed or denied programs on the Applicationstab. No pop-ups are shown anymore

about the connection attempts of this program.

the

1 Safe and unsafe prograyand connection attempts

Before allowing a connection in an application control pop-up, consider whether the

program is safe.

Related tasks

Allow ordeny connections for programs

Turn application control popps on or off




Before allowing a connection in an application control pop-up, consider whether the program is
safe.

1 A known program that you have started yourself.

1 Microsoft Windows operating system, which connects to the Internet for update
services.

1 Any program that you have received from an unknown source.
1 Any program that you have not installed yourself, or you do not recognize.

1 Any program, which you consider safe but which tries to connect to the Internet or act
as a server without you starting it.

You can allow or deny Internet connections for programs on the Applicationstab.

You can, for example, allow a connection for a program that you have accidentally denied in an
application control pop-up.

By default, the Applicationstab shows the following programs:

1 When the Ask about new programsption is on: programs, which you have allowed or
denied, and for which you have selected the
option in an application control pop-up.

1 When the Allow and add to the list of progranmption is on: allowed programs.
1 The programs that you have manually added to the programs list on this tab.

This tab does not show automatically allowed operating system programs or programs that
DeepGuard considers safe.



To allow or deny the connection for a program:

1. On the main page, click
2. Select
3. Click the Applicationstab.
4. Select the program and click . The Application detailslialog box opens.
5. Under Outbound (client) connectigselect the suitable option:
) . If you want to deny the program from connecting to the Internet the next
time the program is started.
) . If you want to allow the program to connect to the Internet the next time
the program is started.
0 . If you want that an application control pop-up is shown the next time

the program tries to connect to the Internet. In this pop-up, you can either allow
or deny the connection.

6. Under Inbound (server) connectipgelect the suitable option:

0 . If you want to deny connections from the Internet to the program.
) . If you want to allow connections from the Internet to the program.
) . If you want that an application control pop-up is shown the next time

there is a connection attempt from the Internet to this program. In this pop-up,
you can either allow or deny the connection.

7. Click
Tip: You can allow or deny Internet connections for a new program even before you have
started to use it. You can do this by clicking the button and selecting the program file. After

this, you can either allow or deny the inbound and outbound connections for this program.

You can turn the application control pop-ups on or off.

If you turn application control pop-ups off, the product allows connections for all programs
automatically.

To turn application control pop-ups on or off:

On the main page, click

Select

Click the Settingstab.

Select one of the following options:

NS -
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o Allow and add to the list of programSelect this option if you want to turn
application control pop-ups off. The product allows connections for all programs
automatically.

o Ask about new programselect this option if you want to turn application control
pop-ups on. A pop-up is shown to you the first time a new program tries to open
a connection.

If you do not want application control pop-ups to be shown for programs that
DeepGuard considers safe, select 1We recommend
that you keep this checkbox selected.

Click

Depending on your selection, the application control pop-ups are now either turned on or off.

If you start using a new program, for example a network game, it may stop working if it cannot
connect to the Internet.

This can happen, for example, for the following reasons:

1

Your current firewall profileis very strict, and it denies Internet connections for most of
the programs, including the network game you are using.

You have missed an application control pop-up, and the pop-up has remained active on
the background.

You have accidentally denied the connection in the pop-up.

To make sure that the program can connect to the Internet, do the following:

o

© x© N o

On the main page, click
Select

On the Rules tab, check the current firewall profile If it is a very strict one, change itto a
less strict one, and click

Start the program and check whether it works now.

If the program does not work, turn application control pop-ups temporarily off to allow all
connections for new programs.

Select

On the Settings tab, select , and click
Start the program and check whether it works now.

If the program works, turn application control pop-ups back on.



10. Select -
11. On the Settings tab, select , and click
Related tasks

How to change the firewall profile

Turn application control popps on or off

Intrusion prevention protects against network attacks aimed at open portson your computer.

Intrusion prevention uses predefined rules for recognizing network attacks. These rules contain
information on known malicious traffic. When intrusion prevention recognizes traffic that
matches a rule, it blocks the traffic (if the option is on) and generates an alert to
the firewall alerts log. Depending on your settings, a firewall alertpop-up may also appear.

Intrusion prevention recognizes and prevents malicious traffic caused by network worms such
as the Sasser worm. The Sasser worm infects vulnerable systems by sending malicious traffic
to the Microsoft network share service on TCP port 445. This service is used for sharing
printers and files on a network. The worm opens a TCP connection to the port, and sends
malicious traffic through the port. The traffic overflows the system, and may cause, for example,
the whole system to crash.

Note: Do not turn intrusion prevention off. If you do, the level of protection on your computer
reduces.

The difference to the firewall is that intrusion prevention blocks only traffic that it considers
malicious, and lets other traffic through a port. The firewall either allows or blocks all traffic that
goes through the port.

f Select how intrusion attempts are handled
On the Intrusion prevention tab, you can select how intrusion attempts are handled.




On the Intrusion preventioriab, you can select how intrusion attempts are handled.
The intrusion attempts can be either automatically blocked and logged, or only logged.
To select how intrusion attempts are handled:

1. On the main page, click

2. Select
3. Select one of the following options:
) : Select this option if you want to both block and log the

intrusion attempts. The attempts are blocked and information about the attempts
is shown in the Firewall alertdialog box.

) : Select this option if you want to only log the intrusion attempts. Information
about the attempts is shown in the Firewall alertgdialog box.

4. If you want that a Firewall alertpop-up is shown if an intrusion attempt is suspected,
select
5. Click
The intrusion prevention setting has now been changed.
Related concepts

How toprevent intruders

Dial-up control prevents malicious dialer programs from opening connections to expensive pay-
per-minute phone numbers.

Malicious dialer programs may try to close your Internet connection and open a new dial-up
connection to another number. The connection to this number may be very expensive and
benefits the creator of this dialer program.

By using dial-up control, you can prevent these malicious dialer programs from closing and
opening new connections. Dial-up control also prevents you from dialing accidentally to wrong
or expensive numbers. You can make sure that dial-up connections are safe by defining:

{1 the numbers to which programs can open a dial-up connection, and
1 the programs that are allowed to close dial-up connections.



Note: Dial-up control is meant for users who use a modem or ISDN for their Internet
connection.

Virus and spyware scanning recognizes the malicious dialer programs as spyware and can
remove them from your computer. If a new malicious dialer program is not recognized, dial-up
control prevents this dialer program from opening any dial-up connections.

If you suspect that you have an unrecognized dialer on your computer, you can send the dialer
file as a sample to F-Secure. After that, F-Secure updates the virus and spyware definition
databases and you can scan your computer again. The dialer is then recognized and can be
removed from your computer.

1

What to do if a dialip control popup appears
If a New dial attempt pop-up appears, you can either allow or deny the dial-up
connection.

Edit allowed phone numbers
You can add phone numbers to the numbers list on the Number list tab if you want to
allow or deny dial-up connections to these numbers.

View programs that are allowed to close digl connections
You can view safe programs, which are allowed to close dial-up connections, on the
Settings tab.

View dialup connection attempts
By activating the logging for dial-up control, you can view the dial-up connection
attempts that the product has detected.

What to do if you cannot access the Internet

If the dial-up connection to your Internet Service Provider (or to some other phone
number) stops working, check that you have not accidentally denied connections to that
number.

If a New dial attemppop-up appears, you can either allow or deny the dial-up connection.

To allow or deny a dial-up connection:

1.
2.

Check the name of the program.
Check the phone number.

3. Either allow or deny the dial-up connection:



o If the number is correct (given by your service provider) and the program is the
one you have opened yourself:

a. Select
b. Click
o If the number is wrong, or the connection was opened automatically:

a. Select

b. Click
The connection is allowed or denied based on the decision you made. The number and
information about the program is added to the numbers list on the Number listtab. After
this:

o If you have allowed the connection, no pop-up is shown if a program tries to
open a dial-up connection to this number again.

o If you have denied the connection, and a program tries to open a dial-up
connection to this number, a Denied dial attemppop-up appears. Close the pop-
up by clicking

Note:

A Close connectiopop-up may appear if a program tries to close a dial-up connection. If the
program is the one that you have closed yourself, you can allow the closing of the dial-up
connection. You can do this by clicking . If the program is not the one you have closed,
you must deny the closing by clicking . Denying the closing attempt makes sure that no
malicious dialer programs can close your Internet connection and open a new connection to
another number.

Related concepts

How to control dialup connections

Related tasks

Edit allowed phone numbers

You can add phone numbers to the numbers list on the Number listtab if you want to allow or
deny dial-up connections to these numbers.



To add a new number to the list:

IS o

On the main page, click

Select

Click the Number listtab.

Click . The Add number/rangedialog box opens.

In the field, enter a description for the number.
In the field, enter the number:

o You can use the following characters: #*1234567890.

You can use an area code and country code, for example, 040-1234567, 00 358
9 123 4567.

o You can use other characters, such as a space or a hyphen, for grouping the
numbers. However, note that dial-up control disregards other characters than
the ones mentioned above. For example, it treats 09-1234567 as the same
number as 091234567.

o You can enter a number range by using the following wildcards:

A "?"to replace any single number. For example, to deny the dial-up
connection to certain service numbers, enter 09007234567 .

A "X"or"x" to replace one or several numbers. You can use this wildcard,
for example, if you want to deny dial-up connections to abroad. If you
normally use "00" to dial abroad, enter "00x" to deny all dial-up
connections abroad.

Select whether you want to deny or allow the dial-up connection attempts:

o Select to block all dial-up connection attempts to the number you
entered.
o Select to allow dial-up connections to the number you entered.

Click OK The Number listtab now shows the phone number or number range, and the
action you selected:

o If you allowed the number, the icon is shown in front of the number.

o If you denied the number, the * jcon is shown in front of the number.

If you need to change the priority order of numbers click on the number on the list you
want to move and with the mouse button pressed down, drag the number to the new
location in the table.

Note: The Number listtab may include some predefined numbers if your service provider has
denied or allowed dial-up connections to certain numbers. You cannot change or remove these
numbers.



You can view safe programs, which are allowed to close dial-up connections, on the Settings
tab.

This tab shows the following programs:

1 Safe programs that are always allowed to close dial-up connections, for example, the
web browser that you are using.

1 Programs for which you are asked whether you want to allow or deny the closing of the
dial-up connection. The tab shows the programs that you have allowed to close dial-up
connections.

This tab does not show the denied programs. If you have denied an application to close the
dial-up connection in a pop-up, the application cannot close the connection until you restart the
computer. If you allow an application to close the dial-up connection, the application can close it
any time and you do not have to make the selection again.

To view the programs:

1. On the main page, click

2. Select :
3. Click the Settings tab. This tab shows a list of programs that are allowed to close dial-up
connections.

By activating the logging for dial-up control, you can view the dial-up connection attempts that
the product has detected.

By default, the dial-up control logging is off.
To turn the logging on:

On the main page, click
Select

Click the Settings tab.

To turn logging on, select

P w N PR



5. To view the log that has been created, click . You can view the following
information:

o Attempts to open or close dial-up connections.
o Whether the attempts were allowed or denied.
o Dialed phone numbers.

If the dial-up connectiorio your Internet Service Provider (or to some other phone number) stops
working, check that you have not accidentally denied connections to that number.

To do this:
1. On the main page, click
2. Select
3. Click the Number list tab.
4. Check whether the number that you tried to dial to is on the list. If it is, and it is denied

(the * icon is shown in front of it), do the following:
a. Select the number.

b. Click
c. Select
d. Click OK. The icon in front of the number has changed to

Test if the connection to the number works now.

By viewing the firewall alerts and log files, you can find out how network connections are
protected on your computer.

1 View firewall alerts
You can view a list of all generated firewall alerts.

1 View the action log
If a program, such as a network game, does not work, you can check in the action log if
application control has denied the program from connecting to the Internet.




You can view a list of all generated firewall alerts.

The list contains alerts that the firewall and intrusion prevention have caused.

To view the list:

1. On the main page, click
2. Select
3. Click the Rulestab.
4. Click ) The Firewall alertdialog box opens and shows the following
information:
Field Description

Time Time of the alert.

Remote IP address of the computer from which you have received traffic, or sent

address traffic to.

Hits Shows how many times a similar alert has been generated.

Description | An alert text that has been added for the firewall rule. If an intrusion
attempt has caused the alert, the field shows information on the intrusion
attempt pattern.

5. To view alert details, select the alert and click

6. To move to the next or previous alert, click the or button.

7. After viewing the details, click to close the Firewall alets details dialog box.
8. Click to close the Firewall alertdist dialog box.

1 Firewall alert information
A firewall alert contains information on the traffic that caused the alert.

A firewall alert contains information on the traffic that caused the alert.



A firewall alert contains the following information:

Field Description

Description | An alert text that has been added for the firewall rule If the alert is caused by an
intrusion attempt, the alert shows information on the intrusion attempt pattern.

Action Shows what happened, for example that the firewall blocked or allowed the
traffic.

Time The date and time when the alert was generated.

Direction Shows whether the traffic is inbound or outbound (from a remote computer to
your own computer or vice versa).

Protocol The used IP protocol

Services Shows the firewall servicego which this traffic matched.

Remote The IP addres®f the remote computer.

address

Remote port

The port on the remote computer.

Local The IP addres®f your own computer.
address
Local port The port on your own computer.

If a program, such as a network game, does not work, you can check in the action log if
application control has denied the program from connecting to the Internet.




The action log is a text file (action.log ) that automatically collects information about the
network connections. The maximum size of the file is 10 MB. After the file becomes full, the old
log entries are deleted.

To view the action log:

1. On the main page, click
2. Select
3. Click .
The action log opens in a default text editor or viewer, for example, Notepad.

1 Action log examples
The action log shows information about opened connections and firewall rule changes.

1 Monitor network traffic with packet logging
You can start packet logging if you want to gather information about the IP network
traffic.

The action log shows information about opened connections and firewall rule changes.

The following is an example of a log entry, which is created when you open your Internet
Explorer and a connection is created to an HTTP server:

Dat Time Ty | Inter Program Cont | Netw | Proto | Remo | Rem

e pe | nal rol ork col | telP | ote
reas actio | actio addre | port
on n n Ss

200 | T13:07:15+ |info [appl |C:\PROGRA~L\INTERN~1 |allow |conne |6 10.0.1 (80

7- 102:00 contr |\iexplore.exe ct out 14

03- ol

07




The following is an example of a log entry, which is created when a program on your computer
is acting as a server for other computers. These other computers can connect to this server
program through the port that application control has opened on your computer (dynamic

firewall rule):
Date Time Typ |Interna| Progra | Contro | Networ | Protoco| Remote |Loca
e I m I k I IP I
reason action | action address | port
2007 | T13:08:15+02:0 |info |appl unknow |allow |receive |17 10.0.1.14 {138
-03- |0 control |n 6
04

The following is an example of two firewall rule log entries:

1 The first entry shows that application control has added a dynamic firewall rule. The rule
allows a temporary inbound connection for a program.
1 The second entry shows that application control has removed the dynamic firewall rule,
and the connection has been closed.
Dat Time Ale | Rule | Actio | Remot | Remote [Remo |Remo |Loc | Loc [Rule
e rt | type n elP IP te te al al | acti
typ addres | address | port | port |port|port| on
e S range |range|range| ran | ran
range | maximum | from to ge | ge
minim fro | to
um m
200 | T13:06:59+0 |info |dyna |[added [0.0.0.0 |255.255.2 |0 65535371 |371 |allo
7- |2:00 mic 55.0 w
03- rule
05
200 [T13:07:23+0 |info |dyna [remov |0.0.0.0 [255.255.2 |0 65535371 |371 |allo
7- |2:00 mic ed 55.0 w
03- rule
05




You can start packet logging if you want to gather information about the IP network traffic.

1 How does packet logging work
The packet log collects information about the IP network traffic.

§ Start packet logging
You can start packet logging if you suspect malicious network activity, or for example, a
network game stops working.

1 View the packt log
After you have generated a packet log, you can open it for viewing.

The packet logcollects information about the IP network traffic.

By default, the packet logging is turned off. Packet logging is mainly aimed at experienced
users who are familiar with computer networks.

You can turn the packet logging on if you have created your own set of firewall rules and want
to check how they block traffic. You can also do this if you suspect malicious network activity.

Information is gathered into 10 files ( packetlog.0-packetlog.9 ). Each time you turn on the
logging, the packet logs collected into a new file. After the tenth file becomes full, the next log is
collected again to the first file. In this way, you can view the previous logs while a new log is
generated.

In addition to the IP traffic, the packet logalso collects information about other types of network
traffic, for example, about the protocolsneeded by your Local Area NetworLAN). This
information includes, for example, routinginformation.

The packet logs in hexadecimaformat and supports tcpdumpformat. This allows you to open

the log files also in a packet logging program other than the default packet logviewer. You can
also use a network protocolanalyzer program to analyze the contents further.

Relatad tasks

Start packet logging

View the packet log




You can start packet logging if you suspect malicious network activity, or for example, a
network game stops working.

To start logging:

1. On the main page, click
Select

3. Use the recommended logging time and file size that are shown in the
fields. You can also change them if you want to.

4. Click J A new file is added to the log files list. The size of the file increases
as information is gathered in the file. If the list already contains 10 log files, the next log

is gathered into an existing file.

5. To stop the logging manually, click J The logging stops automatically after
the defined logging time period has elapsed, or the defined maximum log file size has

been reached.
A new log file is generated and added to the log files list.
Related concepts

How does packet logging work

Related tasks

View thepacket log

After you have generated a packet log, you can open it for viewing.
To view the packet log:

1. On the main page, click
2. Select

3. Select the packet log you want to view and click . The default packet log viewer

opens. The upper pane of the window shows all the logged connections.
You can view the following information:



Field

Description

Time Time in seconds from the moment when logging was started. If the defined logging
time is 60 seconds, the starting time for the first packet is close to 0 seconds, and
the starting time for the last packet is close to 60 seconds.

Drop (dir) | Shows whether the firewall let through or dropped the packet, and shows the
direction of the packet:

1 No: Allowed the packet.

1 Yes: Dropped the packet.

7 In: Inbound packet.

7 Out: Outbound packet.
This information is not available if you view the file in a packet logging program
other than the default packet log viewer.

Protocol The used IP protocaol.

Source Source IP address of the packet.

Destination | Destination IP address of the packet.

ID IP packet header information: Identifier of the packet.

TTL IP packet header information: Time To Live value of the packet defines the number
of network devices through which the packet can travel before it is discarded.

Len IP packet header information: Total length of the packet.

Description | Description of the packet.

The pane on the right shows you the traffic types and their information.

The lower pane of the window shows the information in hexadecimal and ASCII format.

If you want to view all types of network traffic (and not only IP traffic), clear the

checkbox.




Related concepts

How does packet logging work

Related tasks

Startpacket logging

The features described in this section help you use the Internet safely.

Browsing protection:

f
f

Helps you browse the Internet safely by providing safety ratings for web sites on your
browser.

Blocks access to web sites that have been rated harmful.
Provides fixes for known vulnerabilities in programs installed on your computer.

E-mail filtering:

Blocks spam and phishing e-mail messages from reaching your inbox.
Allows you to either allow or block e-mail messages from specific e-mail addresses.

What is browsing protection
Browsing protection helps you evaluate the safety of web sites you visit and prevents
you from unintentionally accessing harmful web sites.

Block spam
E-mail filtering protects your computer against spam and phishing e-mail messages.

Browsing protection helps you evaluate the safety of web sites you visit and prevents you from
unintentionally accessing harmful web sites.

Browsing protection is a browser plug-in that shows you safety ratings for web sites listed on
search engine results and in web mail content. By helping you avoid web sites that contain



security threats, such as malware (viruses, worms, trojans) and phishing, browsing protection's
safety ratings help you avoid the latest Internet threats that are not yet recognized by traditional
antivirus programs.

There are four possible safety ratings for web sites; safe, suspicious, harmful and unknown.
These safety ratings are based on information from several sources, such as F-Secure
malware analysts and F-Secure partners, as well as ratings given by other users of browsing
protection.

Browsing protection also uses exploit shields, which are fixes developed by F-Secure to protect
you against vulnerabilities that have been found in programs installed on your computer. Exploit
shields identify and prevent malicious web sites from using such vulnerabilities to, for example,
force an unauthorized download that contains malware. Exploit shields do not protect you
against files that you download intentionally and may contain malware; that type of security
threat is covered by virus and spyware scanning.

! How to turn browsing protection on or off
You will be blocked from accessing harmful websites when browsing protection is
turned on.

1 Browsing protection afety ratings
Browsing protection shows safety ratings for web sites on search engine results and in
web mail content.

1 Protect against harmful content
Browsing protection blocks access to unsafe web sites based on the selected settings.

1 What to do when a web site is blocked
A browsing protection block page appears when you try to access a site that has been
rated harmful.

1 Security summary for a web site
A summary of the rating information for any rated web site is available on the Browsing
Protection portal.

You will be blocked from accessing harmful websites when browsing protection is turned on.
To turn browsing protection on or off:

1. On the main page, click



2. Select
3. Choose one of the following:
o To turn browsing protection on, select
o To turn browsing protection off, clear
4. Click
5. If your browser is open, restart your browser to apply the changed settings.

Depending on your choice, browsing protection is now either on or off.

Browsing protection shows safety ratings for web sites on search engine results and in web
mail content.

Color-coded icons show the safety rating of the current site (on the toolbar). The safety rating of
each link on search engine results and in web mail messages is also shown with the same
icons. Four different color-coded icons are used:

Green “¥shows that the page is safe.

Amber ! shows that the page is suspicious. Security analysis of the page indicates that
it is safe, but many users have given it a low safety rating.

1 Red W shows that the page is harmful.
1 Gray “indicates that the page has not been analyzed and no information is currently
available for it.

Safety ratings are available on the following search sites:

1 Google
1 MSN Live
1 Yahoo







































